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Purpose:
· The purpose of the card access control policy is to promote the safety and security of state owned and leased space, as well as the safety and security of the building occupants and contents.  Guidelines are provided for the issuance and accountability of all access cards that control access to buildings which use the systems managed by Property Management / Building Control Center.

Scope:
· This procedure applies to the Building Control Center, Building Access Coordinators and Licensed Station Users.

Definitions:
· BAC – Building Access Coordinator
· BCT – Building Control Technician

· ACH – Access Card Holder

· BCC – Building Control Center

· EBI – Enterprise Buildings Integrator

· LSU – Licensed Station User

1. Photos:
a) Photos are required for all ACH in the BCC EBI system.  Personnel in need of a photo may come to the BCC to have their photo taken or the BAC may attach the photo in an eLogger or use their state e-mail account.  Requests for an exception to this requirement require the following form to be completed and forwarded to the Building Control Supervisor for processing, bcc wavier form 1.12.

b) BCC is available for photos by appointment only.  Personnel are required to bring a photo ID when photo is completed at the BCC.
2. Access Cardholder information:
a) The following information is required of all access card holders.

· First name (Nicknames are not allowed)

· Last name 

· Middle initial
· Photo - reference 1.a & b of this policy
b) The following information is required for contractors / vendors.
· Company Name

c) The following information is optional for access card holders.

· Work location
3. Request for Access Cards (New, Lost, Replacement & Contractor)

a) Request for access cards will be processed through the Department, Bureau, building or area BAC.  The BAC will make requests through the BCC eLogger program (primary) or the BAC’s state e-mail account (secondary).  E-mails will be sent to the following address:  building.control@maine.gov.  Request will include section 2 of this policy and the following:

· Access Card Request type (New, Lost, Replacement or Contractor)

· Level of access (This should be the minimal level of access to get the job completed.  Note:  Employees who do not routinely work 3 or more days in a given location should not be issued access)

b) There will only be one active access card per an ACH.  Requests for a second active access card for an ACH require the following form to be completed and forwarded to the Building Control Supervisor for processing, bcc wavier form 1.12.
c) BACs with LSU permissions are required to maintain a paper or electronic trail of requests for accountability purposes.

d) BACs are responsible for explaining to ACHs what level of access the ACH was given; discussion should include area of access, time of access and personnel responsibilities listed under bullet # 8.  BCTs will not discuss access card information with an ACH.  BCTs will refer any questions about access and access levels to the respective BAC.
e) Lost Access Cards:  BCC will track lost access cards by Department, once a Department has reached 50 lost access cards the Building Control Supervisor will notify the BAC of the count and request replacement access cards.  This relates to buildings managed by the Property Management Division.  Buildings not managed by the Property Management Division will have a local policy that addresses lost access cards.
4. Request for access level change:

a) Requests for access level changes will be processed through the Department, Bureau, building or area BAC.  The BAC will make requests through the BCC eLogger program (primary) or the BACs state e-mail account (secondary).  E-mails will be sent to the following address: building.control@maine.gov.  Requests will include item 2 of this policy and the following:

· Level of access to be assigned or removed

· Access card number

b) BACs with LSU permissions are required to maintain a paper or electronic trail of requests for accountability purposes.

c) BACs are responsible for explaining to ACHs what level of access the ACH was given; discussion should include area of access, time of access and personnel responsibilities  listed under item 8.  BCTs will not discuss access card information with an ACH.  BCTs will refer any questions about access and access levels to the respective BAC.
5. Request to remove or disable individuals from the card access system.

a) Requests will be processed through the Department, Bureau, building or area BAC.  The BAC will make requests through the BCC eLogger program (primary) or the BAC’s state e-mail account (secondary).  E-mails will be sent to the following address:  building.control@maine.gov.  Requests will include item 2 of this policy and the following:
· Reason for removal (No longer employee, transfer, etc.)

· Access card number
b) Access cards are the property of the State of  Maine and employees are required to turn in their assigned access cards to one of the following when leaving State government or transferring to another agency;

· BAC

· Building Control Center

· Capitol Police

· Immediate Supervisor (Supervisor will forward access card to BAC) 

· Personnel Officer

c) BACs with LSU permissions are required to maintain a paper or electronic trail of requests for accountability purposes.
d) The following personnel may, on an emergency basis, direct BCC to temporarily disable any access card.   Temporary disablements will be followed up with justification in writing to the other parties on this list as time and circumstances permit. 

· Building Maintenance Superintendent

· Commissioner of the Department of Public Safety, or the Chief of the Bureau of Capitol Police, or their representative.
· Commissioner or their representative for their respective departments

· Department Personnel Director or their representative for their respective departments

· Director of Property Management
6. Visitor Access Cards:

a) Visitor access cards will contain limited access between the hours of 8am and 5pm Monday thru Friday.  This level of access will not contain exterior doors.  Visitor access cards are not meant to be issued to employees who fail to bring their card to work.  Visitor cards will be marked with the state seal and clearly state “visitor”.  Requests for visitor cards will be made in writing to the Building Control Supervisor or designated representative.   Agencies must maintain a paper trail of visitor cards when issued, to include the following:

· Name to whom visitor card was issued
· Location of visit
· Date and time issued
· Date and time returned
7. Records Management;

a) Reports on ACHs may be requested by the following personnel:

· BAC

· Department Personnel Director

· Chief of the Bureau of Capitol Police or representative

· Director of Property Management

· Building Maintenance Superintendent

b) The following audits will be routinely performed by the Building Control Supervisor or his representative and forwarded on to the BACs.  BACs will be responsible for reviewing reports and advising the BCC of any necessary changes.

· Cardholder list (Monthly)

· 90 day access card inactivity report (Quarterly)

8. Agency / Personnel Responsibilities:

· Access cards are issued to an individual and should never be given to anyone else to use.  The card access system logs via computer each time a card is presented for access.  Giving an access card to someone other than the authorized user may result in that access card being disabled and the user’s card access privileges revoked.

· It is the responsibility of the employee issued the access card to immediately notify the BCC (287-4154) or their BAC of a lost or stolen access card.  BCC is staffed 24 / 7.
· It is recommended that badges be displayed at all times when in the work environment.  This should be addressed within the Department or agency policy.
·  BCTs and LSUs will follow addendum BCC 011 when processing access card requests.
· Access Card Holders who habitually forget their access card may be referred to their Personnel Officer and may be subject to progressive discipline.
· Access Card Holders who fail to report their access card lost may be referred to their Personnel Officer and may be subject to progressive discipline. 

· Requests to vary from this policy will be sent in writing to Property Management Division, Building Maintenance Superintendent or their designate.

· Use of access cards for any non official purpose is strictly forbidden.  Any person utilizing access cards for any illegal or prohibited purpose may be subject to disciplinary or legal actions.
· Access Cards remain the property of the State of Maine and must be surrendered when requested by competent authority.

[image: image1.png]



