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Agreement Between the Office of Substance Abuse and Business Associate, Health Planner or Researcher Regarding the Use of Disaggregated and/or Identifiable Data.

The Maine Integrated Youth Health Survey (MIYHS) is providing disaggregated data to ______________________________________________________ (the recipient) for the purpose of specific research, for community prevention planning, or for the purpose of providing contracted services to MIYHS (the project). The data provided has the potential to include student-, school- or School Administrative Unit (SAU)-identifiable protected health information (PHI).  PHI includes information on individuals where MIYHS has removed identifying information, but there is a reasonable possibility that a student, school or SAU (reporting entity) may be indirectly identified by narrowing the data set.  Direct school and SAU identifiers will be removed before the data set is released, unless permission from appropriate SAU superintendents has been obtained in writing (See the Addendum to this Agreement), or unless these identifiers are necessary for conducting the operations of the Maine CDC, OSA or the Department of Education.

The following guidelines address data confidentiality and dissemination.  This agreement is valid for up to two years.  The agreement may be terminated with a 30-day notice by either party; upon termination data will immediately be destroyed by the recipient.  

The recipient will use the data for the purpose of the following research, intervention or contracted services (the project): ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

The recipient agrees as follows:

1. Researchers, by signing this agreement, confirm that they are qualified to do the project and have attached a protocol under which the terms of this agreement will be maintained.  To obtain PHI the researcher will provide satisfactory evidence to MIYHS that an Institutional Review Board (IRB), formed and maintained in accordance with the U.S. Department of Health and Human Services Code of Federal Regulations for Protection of Human Subjects (45 CFR 46, revised March 8, 1983), has reviewed the protocol and determined that the rights and welfare of the subjects of the research will be adequately protected and that the risks of disclosing identifying information are outweighed by the benefits of the project. The MIYHS Steering Committee, Data Supervisor, MIYHS contractors, and agencies conducting the operations of the Maine CDC, OSA or Maine Department of Education are covered by the IRB approval of the MIYHS project. 

2. The recipient acknowledges it will receive PHI and agrees to fully comply with the regulations set out by the MIYHS Data Release Policy.  If there is a conflict with other laws or regulations, whichever law or regulation that provides the individual with the best privacy protection will apply.

3.
The recipient will not publish or release data in any form if there is a reasonable possibility that a particular student can be directly or indirectly identified from the information released.  Data will be considered to have a reasonable possibility of indirectly identifying individuals if it includes:

a. Race, gender, ethnicity, age, grade, sexual orientation or health conditions.  Other data may be considered identifying, when that information, either alone or in combination with other factors, including geographic area, creates a risk of indirectly identifying a reporting entity.

b. Rates, frequencies or other tabulations or combined factors that result in fewer than 6 individuals in a cell, or fewer than 20 individuals in a set, such as a specific grade.

4.
PHI may be used only as needed to carry out the project.  Data will not be released to any party that is not designated in this contract.  The project protocol accompanying this application will address data confidentiality for internal staff.

5.
PHI in any media format will be stored in a secure manner, allowing access only as needed by those within the recipient’s organization who need access in order to perform the research or contracted services stated above.  PHI will be maintained on password-protected computers; PHI on CDs or in paper files will be kept in locked file drawers.  PHI cannot be stored on shared drives.

6.
 The recipient must:

· Mitigate, to the extent practicable, any harmful effect that is known to the recipient of a use or disclosure of PHI in violation of this agreement, and

· Report to MIYHS any use or disclosure of PHI of which the recipient becomes aware that is not permitted under the law or this agreement.

7.
Upon the MIYHS’s knowledge of a material breach by the recipient, MIYHS shall either, at its sole discretion:

(a) Provide the recipient an opportunity to cure the breach or end the violation within a time frame and upon such conditions as established by MIYHS; or

(b) Immediately terminate this Agreement in the event the recipient has breeched a material term of this Agreement. In the case of termination, all PHI in the recipient’s possession or in the possession of their agents or subcontractors related to the contract or research shall be either destroyed or returned to MIYHS, at MIYHS’s direction, with no copy in any media format remaining with the recipient.  

8.
The entity will immediately inform MIYHS of any subpoena, request under the Freedom of Information Act (FOIA), or other request for such information received through or founded in the legal system.

9.
All PHI obtained in the course of this project must be destroyed or returned to MIYHS when the recipient has completed the project.  PHI may not be disclosed in any report whether or not related to the research or the contracted services.

10.
MIYHS staff will have the opportunity, prior to publication, to review and request technical changes to any document resulting from the analysis of MIYHS data.  The intention of proposed changes will be motivated solely out of scientific concern, such as valid study design, analysis, and interpretation of data. In the event of an irresolvable disagreement between MIYHS and the collaborator, the issue will be decided by an objective third party that is acceptable to both MIYHS and the collaborator. 

11.
MIYHS staff will have the opportunity to collaborate on projects, beginning early in the process, including the opportunity to co-author publications.

12.
MIYHS staff, and any other individual or group specified by MIYHS, will receive appropriate written recognition for participation in the collection, tabulation, or analysis of the data. 

13.
This Agreement shall be effective from the time the recipient receives or collects PHI until the time it has destroyed all PHI related to the project or returned it, without retaining a copy in any media format, to MIYHS. 

14.
Absent specific authority from MIYHS, the recipient may not request additional information from any students that are the subject of the study or from the student’s school or SAU. 

15.
Depending on the complexity of the data request, MIYHS may, at its sole discretion, charge for the preparation of disaggregated data.  In such cases, charges will be specified before the data request is filled, and the requester has the option to withdraw the request. Any pre-specified charges needed for processing the data request will be paid to Treasurer, State of Maine.

16.
The recipient agrees to ensure that any agent, including a subcontractor to whom it provides or entrusts PHI as defined in this Agreement, will agree in writing to the same restrictions and conditions governing PHI set out in their Agreement which apply to the recipient. 

________________________________


___________________________

Recipient  (Please Print)




Date

      ________________________________


      Authorized Signature(s)


Please return to:

Anne Rogers, M.Ed., Director Division of Data and Research

Maine Office of Substance Abuse

41 Anthony Avenue

11 State House Station

Augusta, ME  04333-0011

FAX: (207) 287-8910
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