RIDER E
Maine Department of Education Additional Provisions


[bookmark: _GoBack]A. Handling of Personally Identifiable Information (PII)

1. Legal Authority.

FERPA authorizes the Department to redisclose PII from education records on behalf of educational agencies and institutions that disclosed the information to the SEA to organizations conducting studies for, or on behalf of, educational agencies or institutions to:  develop, validate, or administer predictive tests; administer student aid programs; or improve instruction.  20 U.S.C. § 1232g(b)(1)(F); 34 CFR 99.31(a)(6).

2. Terms and Conditions.

To affect the transfer of the education records and to ensure that the required confidentiality of PII shall always be maintained, ___[org]________ agrees to:

(a) In all respects comply with the provisions of FERPA and applicable state law.  For the purposes of the Agreement and the specific study conducted pursuant to the Agreement and described above in Paragraph 6, FERPA includes all requirements of 20 U.S.C. § 1232g and 34 CFR Part 99 and any amendments thereto.  Nothing in this Agreement may be construed to allow either party to maintain, use, disclose, or share student information in a manner not allowed under FERPA. 

(b) ___[individual]_________________ shall be the temporary custodian of the Department’s data. The temporary custodian shall be able to request in writing and receive data under the Agreement and is responsible for ensuring ___[org]_________’s compliance with the terms of the Agreement and applicable laws.  The Department shall release data only to the temporary custodian, who shall be responsible for transmitting all data requests and maintaining a log or other record of all data requested and received pursuant to the Agreement, including confirmation of the completion of the project and the destruction of data as required by the Agreement.  

(c) Permit the Department to review ____[org]_____’s policies and procedures regarding PII or seek written assurances from __[org]_________ that data provided under this Agreement is properly handled.  The purpose of this provision is to ensure that appropriate policies and procedures are in place to protect PII and that PII has not been re-disclosed or released.

(d) Use data shared under the Agreement for no purpose other than what is described above in Paragraph 5 and as authorized under 34 CFR § 99.31(a)(6).  Nothing in the Agreement shall be construed to authorize __[org]________ to have access to additional data from the Department that is not included in the scope of the Agreement or to govern access to the data by entities other than the Parties. ___[org]___________ further agrees not to share data received under the Agreement, with any other entity without prior written approval from the Department. ___[org]_______ understands that the Agreement does not convey ownership of data to ___[org]__________.

(e) Require all employees, contractors and agents of any kind to comply with the Agreement, and all applicable provisions of FERPA and other federal and state laws with respect to the data and information shared under the Agreement. ____[org]_________ agrees to require of and maintain an appropriate confidentiality agreement from each employee, contractor, or agency with access to data pursuant to the Agreement.  Nothing in this section authorizes ___[org]______ to share data and information provided under the Agreement with any other individual or entity for any purpose other than completing ___[org]________’s work as authorized by the Department consistent with this Agreement.

(f) Maintain all data obtained pursuant to this Agreement separate from all other data files that they possess and not copy, reproduce or transmit data obtained pursuant to this Agreement, except as necessary to fulfill the purpose of this Agreement. Transmission of all FERPA-protected data must be by secure electronic systems and/or networks.  All copies of data of any type including any modifications or additions to data from any source that contains PII, are subject to the provisions of this Agreement in the same manner as the original data.  The ability to access or maintain data under this Agreement will not under any circumstances transfer from or be assigned to any other individual, institution, organization, government or entity without the prior written approval from the Department. 
 
(g) Not disclose the data identified in Paragraph 5 in any manner that could identify any individual student, except as authorized by FERPA, to any entity other than the Department, or authorized employees, contractors and agents of __[org]_____ working on the study described in Paragraph 6.  Persons participating in approved work on behalf of the Parties under this Agreement shall neither disclose or otherwise release data and reports relating to an individual student, nor disclose information relating to a group or category of students without ensuring the confidentiality of students in that group.  Publications and reports of this data and information related to it, including preliminary project descriptions and draft reports shall involve only aggregate data and no PII or other information that could lead to the identification of any student.  No report of these data containing a group of students less than the minimum determined by the Department (i.e. subgroups of 10 or fewer students) shall be released to anyone other than the Department unless ___[org]_________ receives prior written approval from the Department.  ___[org]_______ shall require that all employees, contractors and agents abide by that statistical cell size.
(h) Establish procedures and systems to ensure that all confidential data processed, stored, and/or transmitted under the provisions of this Agreement will be maintained in a secure manner that prevents further disclosure of the data, including the interception, diversion, duplication, or other unauthorized access to said data.  __[org]__________  agrees to comply with the procedures and practices set forth in the Required Technical Standards for Handling of PII attached to this Agreement.
(i) Provide the Department with a certificate of insurance that satisfies the requirements for data breach insurance found at:  http://ww.maine.gov/doe/data/team/Data-Breach-Insurance08-19-15.docx

(j) Promptly, that is, within one (1) hour, report to the Department’s Education Data Manager any incidents in detail of any PII received from the Department whose confidentiality was breached or is believed to have been breached. __[org]____ will provide the Department with a written report detailing the breach or possible breach, the proposed solutions, and timelines for the resolutions and cooperatively develop a plan for a timely resolution.

(k) Destroy all PII, including any archival/backup copies, obtained pursuant to data requests under this Agreement when it is no longer needed for the purpose described in Paragraph 6.  Nothing in this Agreement authorizes __[org]______ to maintain data received from the Department beyond the time period reasonably needed to complete the purpose of the request, and in no case beyond the termination date of this Agreement.  Any destruction of the referenced data must be witnessed by one other person who can later attest that a complete destruction of the data occurred.  __[org]________ agrees to submit a letter to the Department within 30 days of the termination of this Agreement attesting to the destruction of any PII.

(l) Provide the Department with one electronic copy and at least one paper copy of the final versions of all reports prior to their presentation or release in order to allow the Department to review for purposes of ensuring compliance with the provisions of this Agreement. The Department reserves the right to distribute and otherwise use any report or other associated documents as it wishes, in sum or in part.



Required Technical Standards for Handling of PII
1. Storage administration will include the strict control and accessibility of all storage media. 
2. All storage media must be inventoried on an annual basis, or sooner as dictated by clients, regulatory or other contractual agreements. 
3. Wherever possible, physical backup and transfer will be avoided or eliminated in favor of electronic transfer of encrypted backup files. 
4. All data files and databases containing PII data will be encrypted using at least 128 bit AES encryption or better before being electronically transferred across the internal network.  All data files and databases containing PII data will be encrypted using at least 128 bit AES encryption or better before being electronically transferred across a public network. 
5. All data files and databases that contain PII data that are backed up to physical media for transfer to offsite storage must be backed up using at least 128 bit AES encryption or better using the backup utility’s encryption capability.  No unencrypted intermediate backup files will be created. 
6. Physical media containing PII data must be maintained in a secure environment prior to its transfer offsite. 
7. Physical media containing PII data must be monitored during the internal shipping process and must never be left unattended before handoff to the shipper. 
8. Physical media containing PII data will be shipped in locked containers with no special markings or other indications of the sensitive nature of the contents. 
9. Shipping procedures must include a positive acknowledgement of receipt of encrypted backup files at the destination. 





B.	Liquidated Damages
In the event of any Breach or the failure to meet any performance requirements set forth herein, The Department may additionally assess liquidated damages as set forth in this Section ("Liquidated Damages"). The Department shall notify Vendor of amounts to be assessed as Liquidated Damages. Key deliverables, selected by the Department, are subject to liquidated damages. At the Department’s sole discretion, it may chose to waive, in writing, the liquidated damages on one or more deliverables. Provider shall alert the Department as soon as it believes a deliverable subject to liquidated damages is at risk of not meeting its delivery date. The Department must be notified whenever this Maine contract is included in the Provider's internal meetings focused on programs at-risk.

For the purpose of this Agreement, the key deliverables are:

	Key Deliverables Subject to Liquidated Damages

	1.
	

	2.
	

	3.
	

	4.
	



The parties to this agreement recognize the importance of a timely and accurate delivery of work product s from this Agreement. The parties agree that the Provider’s failure to complete work tasks both correctly and on time may result in injury to DOE, but the amount of damages resulting from such injury cannot be calculated with certainty. Therefore, the parties agree to the following liquidated damages for Contractor's failure to achieve timely and accurate Deliverables. It Is also agreed between the parties that the Liquidated Damages represent solely the damages and Injuries sustained by The Department in losing the benefit of the bargain with Provider and do not include any injury or damage sustained by any other third party. The Provider agrees that the liquidated damage amount is in addition to any amounts Provider may owe The Department pursuant to the indemnity provision or other section of this Agreement.

Key deliverables reasonably containing Critical Errors shall be subject to liquidated damages of $1,000 per work day past the due date per deliverable until corrected materials are provided. Critical Errors are those that reasonably render the deliverable substantially unusable by the Department, as determined by the Department.  

Deliverables shall be considered late and subject to liquidated damages if not received by or before 4:00p.m. Eastern Time on the date specified in the then current work plan. The Provider assumes all risks incurred in its selection of a delivery method, including but not limited to electronic transfer (e-mails, facsimile, etc.).  For purposes of this Rider E, "day" is interpreted to mean "work day".

All dates will be negotiated with the Provider by the Department when the initial the work plans and schedules are being developed. Any revision to the work plan or schedule and/or any changes in content, timing or specifications of deliverables must be agreed to in writing by the Agreement Administrator and the Provider. The parties further agree that deliverables conforming to revisions mutually agreed to in writing and that specify that liquidated damages will not be assessed, will not be subject to Liquidated Damages. Otherwise, liquidated damages will be assessed on such deliverables.

To the extent that failure to timely and correctly complete a key deliverable is caused by or would not have occurred but for acts or failures to act by the State, the Department, Local Education Agency's, or by a third party outside the control of Contractor, Liquidated Damages shall not be assessed.

The parties agree that for each contract year, the liquidated damages for which the Provider may be liable shall not exceed 20% of the annual contract amount. In addition to the 20% limit on liquidated damages, the Provider shall pay any penalties and fines imposed by the United States Department of Education or other regulatory agency on the Department as a result of a failure to perform.






