Data Privacy and Disclosure Avoidance
In the

Education Data Warehouse (EDW)


The federal Family Education Rights and Privacy Act (FERPA) requires that all personally identifiable student data be protected for public disclosure. Of course the simplest method of avoiding disclosure would be to not release any student information. However, this is not in the best interest of educational institutions and the public.  

So if we are to effectively use educational information, we must determine if the risk of disclosure is acceptable. To determine risk we ask the question; “Can a reasonable person in the school community, who does not have personal knowledge of the relevant circumstances, identify an individual student in the publicly released data with reasonable certainty?”

One method of disclosure avoidance used by the Maine Department of Education is data suppression.  Data suppression removes data to prevent identification of individuals in small aggregate groups or with unique characteristics.

All data displayed within the public side of the Education Data Warehouse (EDW) is subject to suppression if the number of students included is below the Department of Education’s small cell-size standard of ten(10). With the exception of enrollment counts, any cell in a data query result with a value of less than 10 will have its value suppressed, showing “**”.  Enrollment counts will always show an unsuppressed count of students.

