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INTRODUCTION  

This document summarizes the work of the Legal Work Group (LWG) in response to a request by the LD 1818 Working Group about Protected Health Information (PHI).  Specifically, the LWG was tasked with helping inform the Working Group on one of the four issues included in LD 1818:    


This document is divided into five sections:  I. Background; II. Organization of Presentation; III. Hierarchy of Laws; IV. Current Federal and State Laws and Rules; and V. Conclusion.    
I. Background

Among other provisions, the 2009 HITECH Act created three initiatives:  1) The establishment of the federal Office of the National Coordinator for HIT; 2) The Medicare HIT Meaningful Use (operated and governed by CMS); and 3) The Medicaid Meaningful use Program (governed at the State Medicaid level with 100% federal funds for MU payments and 90% federal funds for State administration of the program).    
The ONC required States that wanted to participate in the ONC initiatives, to establish an Office of the State Coordinator for HIT to oversee state HIT activities.  In addition to the OSC, the ONC signed contracts with an entity within each state and provided funding to establish and operate a Regional Extension Center (REC).  The RECs sign-up hospitals, and up to 1,000 primary health care professionals and entities, to implement an electronic health record ( E H R) and participate in a health information exchange (HIE).  In Maine, the ONC contract is with HealthInfoNet that established Maine’s REC. HIN also used its exchange which had already been established as part of a pilot program in the mid-2000s as the HIE.  

In 2010, the OSC was established by Executive Order (EO), which also named HIN’s HIE the “HIE” under the ONC initiative.   The OSC is now housed in DHHS.  It is advised by a HIT Steering Committee (HITSC), an approximately 17 member Committee of stakeholders established in EO.  The HITSC first established the Legal Work Group (LWG) in 2010 to help inform them on privacy issues. The LWG was again reconvened in 2012 for two purposes, one of which falls under the purview of the 1818 group--To help inform the 1818 Group on the question about Increasing Access to PHI.  (The second purpose is to draft definitions and roles and responsibilities of a State Designated HIE which will be submitted for HITSC for discussion and a report to the OSC).  The LWG has approximately 12 members, comprised of lawyers and other professionals from the State, healthcare organizations, consumers, and others.    
With this background in mind, the LWG is making its initial report to the 1818 Working Group.  Many LWG members believed it was important to state that they view the scope of the LWG as providing a factual review of the current federal and state laws and rules governing PHI.  Then, if the 1818 Working Group desired to have specific scenarios examined, the LWG would provide a legal analysis of the specific scenarios.  In that respect, the LWG would not make what might be termed “subjective recommendations.” Rather, its analysis would be “objective and factual” in nature.  

It is a challenge to inventory, analyze and report on laws and rules that govern PHI. They have been developed in a piecemeal fashion, and terms and definitions vary by law and rule and even in conversation.  For example, some laws may use the term disclose while others use release or use.  For these reasons, the documents being presented are an attempt to provide in the least complex way, a very complex subject.   

II. Organization of Presentation  
This presentation consists of several documents, including this summary document, definitions document, and several graphics and spreadsheets.  

Since this presentation revolves around "protected health information” (PHI) it is useful to define that term. The term PHI is from HIPAA requirements to protect all "individually identifiable health information” which is demographic data that relates to: 
· The individual’s past, present or future physical or mental health or condition; 

· The provision of health care to the individual, or  the past, present, or future payment for the provision of health care to the individual; and 

· That identifies the individual or for which there is a reasonable basis to believe

can be used to identify the individual.
Individually identifiable health information includes many common identifiers (e.g., name, address, birth date, Social Security Number). 
1. Graphic and Detailed Grids (Spreadsheets). The graphic and spreadsheets are grouped into four categories of PHI:  General Health (termed non-sensitive PHI); and Mental Health, Substance and Alcohol Abuse, and HIV (these three are termed sensitive PHI).  The reason the LWG chose these categories is because for the most part, federal and state laws and rules treat PHI differently based on which one of these categories the PHI falls under. Then, the four categories of PHI are further delineated by the category of use:  Informed Consent, Treatment, Payment and Operations (TPO); Public health; Fundraising; Research; and Marketing, because federal and state laws and rules treat PHI differently based on use.  
2. Inverted Pyramids -- This is a very high level graphic that displays each of the four categories of information (columns) and the six basic uses of information (rows). “Allowed” disclosure of PHI is at the top of the inverted pyramid, moving down to the “restricted” disclosure and finally the bottom of the pyramid which is “prohibited” without patient consent.  (Note:  This document is intended as the general rule.  It does not depict the exceptions to the general rule.) 

3. Detailed Grid – This spreadsheet builds on the inverted pyramid document.  The spreadsheet has two tabs:   1) Detailed (General Health, SA, and HIE) and MHDO and HIN/HIE; and 2) Detailed_MH (Shown under separate tab because Maine law differentiates between MH agencies and professionals who may provide MH services as part of their practices). 
For each of the four pyramids, it “drills down” to show the federal and the State laws and rules that govern each categories of information (General Health, Mental Health, Substance and Alcohol Abuse, and HIV), and within the category, the laws governing each of the six types of information.  It provides a brief summary of the applicability and a cite to the law.   In addition, there is a column that is color coded to show “allowed” disclosure as green; “restricted disclosure” as yellow; and “prohibited without consent” as red. (Note:  The color coding is intended to show the general rule.  There are likely exceptions to the rule.) 
III. Hierarchy of Laws
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This diagram shows the hierarchy of law.   Generally speaking, federal statutes (laws passed by Congress) and federal rules (Federal Agencies, under the authority of their federal statutes, make rules which generally apply across the board to all states), trump state statutes (laws passed by state legislature) and state rules (state agencies, under the authority of their state statutes, make rules which generally apply across the board to all citizens/entities within their state).   That is, if a federal rule contradicts a federal law, the law supersedes the rule.  If a state law contradicts a federal law or federal rule, the federal law/rule supersedes the state law.   If a state rule contradicts a state law (or a federal law/rule) the state law (or federal law/rule) supersedes the state rule.  Some federal laws and rules permit states to ask federal agencies for a waiver, exemption, or federal agency action or permission to depart from the general law or rule.  Absent that, it takes “an act of Congress” to change a federal law. To change a federal rule would require the federal agency to change the rule.  State laws must be changed by legislatures; state rules must be changed by state agencies.   
Some federal laws/rules preempt state laws/rules altogether.  This means that states must follow only the federal laws/rules and cannot make their own state laws/rules.  Some federal laws/rules permit states to layer their own state laws/rules on top of the federal laws/rules, as long as the state law/rule is not inconsistent. For example, let’s say that a federal environmental law states that the EPA must make a rule that is protective of shore land development.  The EPA makes a rule in accord with APA provisions that preclude a person from building a factory within say, 50 feet of a large river.  The EPA law and rule allow states to provide more protection.  So a state passes a law that prohibits development within 75 feet.  The state law is legal because it provides more protection.  (A state could not pass a law that only provides a 25 foot protection.)   

Federal rules must be made according to the federal Administrative Procedures Act (APA), and state rules according to the Maine APA.  The APA governs the process and requires agencies to provide notice, allow comments, and to follow designated timelines.  In Maine there are two types of rules: 1) Technical which allows the agency head to adopt and implement the rule; and 2) Major Substantive, which allows the agency head to provisionally adopt the rule but requires the rule to go to the Maine legislature and follow the legislative bill process where the legislature may vote to adopt, modify or not-adopt the rule.   If the legislative votes to adopt the rule, the rule goes into effect.  If the legislature modifies the rule, the modified rule goes into effect.  If the legislature votes not to adopt the rule, the rule is void. 

Statutes (laws) and adopted rules may be challenged in court.  Federal rules are generally challenged in federal court; state laws and rules challenged in state court. 

In addition to statutes and rules, agencies may make policies and practices outside the APA process.  These policies and practices do not have the same force of law as laws (statutes) passed by the legislature or agency rules adopted under the APA.  Agencies may also enter into contracts (enforceable under contract law), agreements (somewhat similar, but sometimes less formal than contracts) and memorandums of understanding (more of agreed upon expectations between the parties).   The diagram above places these types or arrangements below that of laws and rules.     
Entities that are non-government (private parties), must abide by federal and state laws and rules.  In addition, contract and other types of laws provide supplemental legal parameters.    
IV. Current Federal and State Laws and Rules 
1. HIPAA

HIPAA is a federal law, that is supplemented with federal rules.  It is the federal umbrella that governs all four categories of PHI. (General Health, Mental Health, HIV, SA)  Having said that it only applies to what are called “covered entities.” (health plans either individual or group plans that provide or pay medical care costs; health care clearinghouses which are entities that standardize formatting which covers billing services, repricing companies, community health management information services, value-added networks if they perform the standardizing services; and every health care provider regardless of size; AND who electronically transmit data).  When PHI is used or disclosed to an entity that processes claims, data analysis, utilization review, and billing for covered entities, the entity is a "business associate" (BA) and requires a BA agreement (BAA) which requires the BA to comply with HIPAA.  
The use or release or disclosure of de-identified data is not restricted under HIPAA which basically only covers PHI.  If PHI is encrypted in a manner proscribed under HIPAA, or consists of a limited data set, or deemed de-identified by a statistician, it can be disclosed without consent.     

HIPAA allows states to enact laws and rules that provide more protection than HIPAA.  In addition, HIPAA permits states to have what is termed “contrary” laws for limited purposes such as laws requiring providers to report public health types of info, or a law requiring health plan reporting, such as for financial audits and for management.  
Changes to HIPAA statutes require an act of Congress.    
2. Substance Abuse and Alcohol Abuse (Part 2) 

In addition to HIPAA, the federal Substance Abuse and Alcohol Abuse (SAA) laws and rules govern SAA PHI. The federal SAA laws and rules preempt state law and rules.  This means that states must follow the federal law and rules for Substance Abuse and Alcohol Abuse PHI.  In addition to this federal requirement, Maine has laws and rules that state Maine must follow the federal law and rules.  Changing the federal laws or rules around SA PHI would be the most difficult of any of the four categories.  State laws and rules would also need changing. 

3. Mental Health 

Other than HIPAA, there are few federal laws and rules on mental health PHI. (Mental Health providers who participate in Medicare, are subject to federal Medicare Communities of Practice (CoPs) governing the privacy and confidentiality of patient information.)  Maine does have state laws and rules, and those laws distinguish mental health agencies/professionals licensed by the State as MH providers from health care agencies/professionals who may provide MH services as part of their practices.  MH providers have more restrictions on MH PHI than health care providers.  Since MH PHI is governed by State laws and rules, from a legal standpoint changing them would be easier than attempting to change federal law or rules.  Also note that Maine has had a series of consent decrees that would need to be considered.   
4. HIV 

Other than HIPAA, there are very few federal laws and rules on HIV.  Maine state laws and rules govern HIV PHI, which are summarized in the HIV grid.  
5.  Maine Health Data Organization (MHDO)
HIPAA laws do not apply because MHDO is not a covered entity nor is it a business associate.   Maine's Attorney General's office has advised MHDO that they are a Public Health Authority (PHA), a term created in HIPAA that allows providers and hospitals to submit PHI to the PHA. 

MHDO is an independent State agency which means it is not an executive department agency (such as Department of Transportation, Taxation, DHHS).  MHDO is governed by a board (consisting of representatives of public and private entities) under the auspices of being a comprehensive health database to improve the health of Maine people.  MHDO has rulemaking authority, some of which are technical rules while others major substantive.   

MHDO collects data on claims and finance (per rule, claims data) and in/outpatient, and specific quality indicators (per rule, clinical data). By statute, MHDO, under its vendor OnPoint, sends algorithms to payors who run their provider's data through the algorithm and then submit it to OnPoint who encrypts further and then sends it to MHDO.  In this respect, it may be a double encryption. 
MHDO must make some de-identified information available to the public and post it on the Web.  In addition, entities may request data (in writing per MHDO rules) and requests are approved by Board.  Data provided may be unrestricted (receiver may further disclose) or restricted (no further disclosure allowed) depending on the type of data.  Most MHDO work is done under provider agreements governed by MHDO rules. 
MHDO laws and rules generally do not permit the MHDO to disclose/release PHI.  Unless the encryption that MHDO has performed is considered to make the data non-PHI, it is most likely that the MHDO law and certainly, MHDO rules would need to be changed, to allow the MHDO to release PHI.  
6.  HealthInfoNet and its Health Information Exchange 

There are no specific federal laws on HIEs in terms of releasing PHI.  There are a few State laws and rules that discuss the term “State Designated HIE”  (SDHIE). Currently, by Executive Order, HIN’s HIE serves this capacity.  

HIN is currently a non-profit non-governmental entity governed by a Board of Directors. It primarily deals in clinical data, and while neither HIN nor it’s HIE are covered entities, they are considered a Business Associate under HIPAA and enter into BAAs with covered entities.  From a practical standpoint, HIN and it’s HIE are affected by HIPAA law.  They also fall under General Health, Mental Health, Substance Abuse and HIV laws and rules. 

Since HIN and it’s HIE are neither federal nor state agencies, they do not have rulemaking authority nor governmental enforcement authority.  They have a practice of negotiating private agreements with providers that govern the exchange and release of PHI. 

A State law enacted in 2011 (arising from work performed by the LWG), allows the exchange of PHI data as long as the HIE has an opt-out for general health information and an opt-in for sensitive health information (MH, SAA, and HIV).  HIN’s HIE follows this opt-out and opt-in practice.    

V. Conclusion 
The LWG appreciates the opportunity to provide this legal review of PHI laws and rules.  Should the LD 1818 Working Group decide to consider different scenarios, the LWG is prepared to provide further review and reporting on changes that would be required based on the scenarios presented.  

3. Considering federal and state privacy and security laws regarding the use and release of protected health information, including policy and technical changes needed to allow increased access to protected health information and the feasibility of those changes;
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