What you need to know:

This system comes with a standard “dictionary” of PIN numbers that are not considered ‘strong PINs’. In
order to avoid getting caught in a loop of entering a PIN and having to do it over and over, please review
below before selecting and entering a new 6 digit PIN that is easy for you to remember, but would not
be easy for another user to guess in order to gain access with evil intent. This is only a sample of the PIN
formats that will not be allowed as there more than 2 MILLION combinations in the “dictionary”.

The system will prompt you to enter a new 6 digit PIN. Prior to entering the PIN, here is some guidance
that will save some frustration. Please review a sample of entries that will NOT be allowed using the

new system.
« Any PIN with a leading 0
« Any PIN containing the same number in 3 consecutive places
6 digits (e (111111, 111723, 870333, 617999)
« Any PIN containinfxthe same digits repeated
(lLe. 121212, 737373, 484848)
« Any PIN containing the same digits repeated in reverse
{i.e. 123321, 597795, 870078)
« Any PIN containing all consecutive digits (including 0)
(l.e. 123456, 765432, 210987, 901234)
Soft Token Users

e Navigate to and launch the Juniper page consistent with current process—desktop shortcut,
favorites etc.

e Launch RSA Soft Token Application consistent with current process. Again, this could be a
desktop shortcut, or selected form the Windows menu.

e When prompted in the RSA SecurlID token screen, enter your current 4 digit pin. This will update
and reveal a token code.
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Attive Directory User Name RSA SecurlD & Digit PIN Update!

Password | 1. The HSA upgrade and migration is now complete!
SecurelD card user please enber your 2. The new sell service wab portal Is still in process and anticipated to be deployed in July.
1 - L 3. The date for the PIN number lormat change to & digits is scheduled to take place on August 11th with the lollowing exceptions:

FIN/Passcode here “soft token users
Please do not enter your PIN, just the |
copied & dight paserods.

* New user requests Tor SecurTD’ s atter July 20th 2015 will automatically be set up with a 6 diglt PIN
# Fiisting SacurlD usars that hava tokans that have an axpieation date on or aftar July J0th 2015 will ba raissund with a 6 digit PIN

» Existing Securll) users that have tokens and request a PIN reset on or after July 20th 2015 will be reissued with a & digit PIN

® Users that have been issoed a 6 digit PIN prior to the initial deployment date will not be required to change or apdate their #IN on or after Asgust

| Signin | 11th,
Expect another update mid M\f Ihls communication will be more specific to the availability of the self service web portal application and how the 6
digit PIN will b on this topic, plassa contact your Agency SecurlD Sacurity Coordinator.

TERMS OF USE:
This is @ State of Maine Government Computer System. This ol all related d networks - including access to the
Interned - are provided only for aumnrm.-d State of Maine Government use. These systems may he-nnl:ured for all lawful purposes, inchudi
protecting against unauthorized use, verilying specific securily procedures, and ensuring the securily, performance and survivability of the computer
systom and the state’s COMPUTEr NETWOTK.

state employecs shall not use 5 ed, 5 T rESOUrces 1 acoess, download, or otherwise view or
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ht administrative, criminal or adverse action. Use of this system constitutes consent to monitoring for these purposes.

e Inthe Juniper Remote Access Service Page, enter your Active Directory User Name (this is the
“AD” account name that is used to log in to your computer).

e Enter the password that corresponds to your AD account user name.

e Copy/Paste or enter token code before the timer runs out

e Select “Sign In”
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Welcome to the
State of Maine Remote Access Service
(i) New PIN Required

You must create a new Personal Identification Number (PIN) before you can sign in. Your PIN should be 6 digits leng.

* Be sure w remember your BIN, because you need it to sign in.
* 1 you decide not to creste a new PIN now, dlick Cancel.

e Enter a new 6 digit PIN

e IMPORTANT! Remember the 6 digit PIN
e Reenter the 6 digit PIN

e Select “Save PIN”

When the system accepts the selected PIN, the screen will refresh and a message indicating the PIN was
saved will be displayed at the top of the screen.
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The RSA SecurlD window will prompt you to enter the new 6 digit PIN
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Reenter your login credentials in the Juniper Remote Access Service Screen:

AD Name

AD Password

Copy/paste or enter the token code before the timer runs out
Select “Sign In”

P wnNPR

SUCCESS! Continue with standard processes to complete the remote connection to the network and
have a very productive workday!
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Welcome to the Secure Access SSL VPN, april.j.richmond.

State of Maine Intranet Server

S0M OWA Mail

TAMS

[ E:users

[ G:common

[ L: oit-data

[ W: Programs
[ X:users

[@ P:bfms project
[@ V- oit-enterprise
[ E:OIT Users




Junos Pulse Users

After the 6 digit PIN has been implemented for your SecurID account either by requesting a 6 digit PIN
from Customer Support or after the automated deployment date of the change, Junos Pulse users will
have the ability to create a new 6 digit PIN.

e lLaunch the Junos Pulse application using the current process (shortcut, icon, etc.).
e Click “Connect”

¥ PuLse

File  Help

@ Acceleration

Not accelerating
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The screen will update and request your AD/computer sign on credentials and password

e Enter Active Directory/Computer log on User Name
e Enter Active Directory/Computer log on Password
e Select “Connect”

¥ PULSE

Connect to: Work
User Name:
derek.mullens
Password:

Save settings

[ Connect J[ Cancel J

The screen will change and request the user to enter the Secondary User Name and enter a PIN.

e DO NOT enter your existing 4 digit PIN.
o Select the ENTER key or;
e Leave the PIN entry field blank and select “Connect”.

¥ PuLSE

Connect to: Work

- Provide the following credentials to complete the connection.

derek.mullens

Please enter your PIN:

— —




Create a new 6 digit PIN that does not meet any of the conditions below:

6 digits

Any PIN with a leading 0
Any PIN containing the same number in 3 consecutive places
(e (111111, 111723, 870333, 617999)
Any PIN containin{xthe same digits repeated
(lLe. 121212, 737373, 484848)
Any PIN containing the same digits repeated in reverse
{i.e. 123321, 597795, 870078)
Any PIN containing all consecutive digits (including 0)
(l.e. 123456, 765432, 210987, 901234)

e Enter new 6 digit PIN.
e Enter the new PIN again to confirm that both entries match.

e Select “Connect”.

¥ pPuLSE

Connect to: Work

Provide the following credentials to complete the connection.

Enter your new PIMN consisting of numeric digits.
Your new PIN must be atleast § and no more
than & digits in length:

Please confirm your new PIN:

[ Connect ][ Cancel ]




SUCCESS!
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