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Networking Basics and Troubleshooting

The following presentation is made to provide a basic understanding of computer networking what’s, why’s and how’s. Computers use a variety of networks to communicate, or talk, to each other. They use LANs, WANs, MANs, and backbones. Each is an integral part of making it all work. The State of Maine’s network employs all of these network types. In addition to the network architecture, there are applications, such as DNS and DHCP that are used to help computers talk to each other. Maine utilizes WebNM and other tools to monitor network health and performance.

Local Area Network (LAN)

A local area network is exactly that – local. It is generally confined to a building or small campus. LANs are constructed using Ethernet data switches and cabling. PCs, printers and file servers are connected to the switch via Category-5 (commonly referred to as Cat-5) cables. Contrary to popular belief, ALL computers use Media Access Control (MAC) addresses to talk to each other – not IP addresses. The IP address merely gets the data to a location – not the device. LAN speeds can range from 10megabit (10 million bits per second) to Gigabit Ethernet (GIG-E, 1000million bits per second), depending on the devices involved. It is also possible to configure virtual LANs (VLANs) on most LANs. VLANs allow for the separation of groups of devices so they are invisible to devices on another VLAN on the same switch. As an example, Voice over IP (VoIP) phone systems use VLANs to separate the phones from computers.
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Wide Area Network (WAN)

Wide area networks cover large distances. Most are constructed using leased facilities from “Common Carriers” – for the state, it is generally Verizon. A WAN location, referred to as an edge site, normally consists of a circuit (usually a T-1 1.544mb circuit), a channel subscriber unit (CSU – sort of a modem for digital circuits), and a router. The site LAN is then connected to the WAN router to provide users access to the network.
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Backbone Network

A backbone network is generally a high speed “shared core.” Most traffic between locations needs to traverse the state backbone at some point. The backbone utilizes enterprise class switches and routers that are capable of processing millions of bits per second and high-speed ATM circuits. The ATM backbone is connected with Nortel ATM switches. At the ATM locations, there are large Cisco routers capable of handling up to 24 edge sites. In addition to ATM, the state also uses Oxford Networks 50mb circuits, and a very high speed SONET ring in the Augusta / Lewiston area.

All of the locations indicated have a minimum of 20mb of bandwidth, with a few exceptions as indicated on the map. Those locations have access to the ATM network at speeds of 50mb or greater.

At certain locations, there is built-in redundancy that will be expanded to other locations in the future.

The SONET (Synchronous Optical Network ) ring in the Augusta area (no diagram provided) provides survivability for the state’s local Verizon services and E-911 for MEMA and DPS. The state can re-route data and voice traffic through the Lewiston Verizon central office should there be a catastrophic event at the August central office.
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Metropolitan Area Network (MAN)

A MAN is generally a very high speed network that encompasses a city area. For the state, the Augusta area is considered a MAN. AMHI, EDOC, the Capitol campus, and CMCC are all interconnected via fiber optics running at GIG-E or 100mb Ethernet. When reference is made to the core routing switches, it refers to the four main switches that control the center of the entire state network.
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WebNM

WebNM is a monitoring system that continuously watches the overall health of the network. It uses a variety of protocols and applications to provide valuable information. The main status screen provides, at a glance, the network status at any given moment. WebNM also provides a ‘drill down’ capability that allows a user to view historical information such as utilization and errors via performance graphs. There is also a much expanded “maintenance interface” that is used by NSD. It provides a much greater level of details and access.
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IP Addressing and WebNM

The state uses the 10.0.0.0 IP address space. This is an unregistered range and anyone can use it. How? The addresses don’t work on the Internet so there is no conflict between many entities using “10”. We solve this by using Network Address Translation (NAT) on our firewall. The state’s implementation of ‘10’ was used to facilitate the conversion to routing and is a sound path to continue to follow. An IP address consists of four octets – 10.x.y.z. In our scheme, the ‘10’ represents the network as a whole. ‘x’ represents the routing (OSPF) region. ‘y’ represents the state agency. ‘z’ is the device. As an example, Portland is OSPF area 30. An IP of 10.30.4.1 would be a device at Portland DOL. Bangor is OSPF area 60. A device with an address of 10.60.4.1 would be a device at Bangor DOL. If you know the second octet of the IP address, you know which WebNM map to go to. There is a relationship between the OSPF area and WebNM. The area is listed beside the city on the WebNM top view.

Firewall / Intrusion Protection Systems / IPRS

The state has an enterprise firewall and also employs two IPS units. The FW controls inbound connection requests. The IPS blocks unwanted activity (e.g. - network scans) and suspected virus activity. The FW has three connections – the WAN, MZ, and DMZ.

The WAN is how the WAN connects to the Internet. The MZ is a controlled area for publicly accessible servers. The DMZ is pure Internet. We use a “rule base” to control the type of traffic we allow into our network. When needed, we can punch a “hole” in the FW for specific applications. The FW is also the terminating point for all VPN (SecureRemote) connections across the Internet. A home PC starts up a VPN session to the firewall and the data is encrypted and is invisible to the Internet. One of our IPS units also protects the network from virus infection via IPRS. IPRS is a service provided by Verizon that allows broad dial-up access to our network. 
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IP Tools

Some tools that are extremely helpful are ping, nslookup, and traceroute. These tools provide a quick way to verify connectivity, DNS resolution, and router problems. When you ping a device, you are trying to see if it is on the network and responding. With nslookup, from a DOS prompt, you can type ‘nslookup [ip address]. If DNS is working and the device has a valid DNS name that name will be returned to you by the DNS server. Traceroute allows you determine where the network path breaks down. Again, from a DOS prompt, type in ‘tracert [ip address]’ and you will see all of the routing hops used to get to a device. When the trace starts timing out, that’s where the trouble is.

F:\>ping 10.90.4.1

Pinging 10.90.4.1 with 32 bytes of data:

Reply from 10.90.4.1: bytes=32 time=15ms TTL=251

Reply from 10.90.4.1: bytes=32 time=13ms TTL=251

Reply from 10.90.4.1: bytes=32 time=14ms TTL=251

Reply from 10.90.4.1: bytes=32 time=13ms TTL=251

Ping statistics for 10.90.4.1:

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

    Minimum = 13ms, Maximum = 15ms, Average = 13ms

F:\>nslookup 10.90.4.1

Server:  netid.state.me.us

Address:  10.10.86.1

Name:    lab-esm5nsbes01.dol.state.me.us

Address:  10.90.4.1

F:\>tracert 10.90.4.1

Tracing route to lab-esm5nsbes01.dol.state.me.us [10.90.4.1]

over a maximum of 30 hops:

  1    <1 ms    <1 ms    <1 ms  edoc-8600-nsdg.net.state.me.us [10.10.91.254]

  2    <1 ms    <1 ms    <1 ms  10.0.10.1

  3     6 ms     6 ms     6 ms  10.0.90.6

  4    14 ms    14 ms    13 ms  madawaska-dol-s00-16.net.state.me.us [10.90.251.

46]

  5    14 ms    14 ms    14 ms  lab-esm5nsbes01.dol.state.me.us [10.90.4.1]

Trace complete.

IP Tools (cont.)
Another useful DOS tool is ipconfig. When a user types in ipconfig /all at a DOS prompt, all of the IP information for that the device is currently using will be displayed.

F:\>ipconfig /all

Windows IP Configuration

        Host Name . . . . . . . . . . . . : bis-isa1ltcorm1

        Primary Dns Suffix  . . . . . . . : som.w2k.state.me.us

        Node Type . . . . . . . . . . . . : Hybrid

        IP Routing Enabled. . . . . . . . : No

        WINS Proxy Enabled. . . . . . . . : No

 DNS Suffix Search List. . . . . . : som.w2k.state.me.us                                          som.w2k.state.me.us.

Ethernet adapter Local Area Connection:

        Connection-specific DNS Suffix  . : som.w2k.state.me.us.

        Description . . . . . . . . . . . : Intel(R) PRO/100 VE Network Connection

        Physical Address. . . . . . . . . : 00-E0-B8-3D-87-3D

        Dhcp Enabled. . . . . . . . . . . : Yes

        Autoconfiguration Enabled . . . . : Yes

        IP Address. . . . . . . . . . . . : 10.10.91.79

        Subnet Mask . . . . . . . . . . . : 255.255.255.0

        Default Gateway . . . . . . . . . : 10.10.91.254

        DHCP Server . . . . . . . . . . . : 10.110.86.4

        DNS Servers . . . . . . . . . . . : 10.10.86.1

                                            10.10.86.10

        Primary WINS Server . . . . . . . : 10.10.86.11

        Secondary WINS Server . . . . . . : 10.10.86.10

        Lease Obtained. . . . . . . . . . : Wednesday, September 14, 2005 1:28:46 PM

        Lease Expires . . . . . . . . . . : Thursday, September 22, 2005 1:28:46 PM

Ethernet adapter Wireless Network Connection 4:

        Media State . . . . . . . . . . . : Media disconnected

        Description . . . . . . . . . . . : ORiNOCO Wireless LAN PC Card (3.3 volt)

        Physical Address. . . . . . . . . : 00-02-2D-5B-B5-C0 

Supporting Applications

The state uses NetID to provide two very important network support applications – Dynamic Host Configuration Protocol and Domain Name Services. DHCP issues IP addresses to devices connected to the state’s network as they are powered-up. This greatly simplifies setting up devices for the desktop support staff since they don’t have to manually configure the IP information on the device. DNS maps IP addresses to device names and vice versa. DNS is what allows you to connect to Google by typing www.google.com in your browser. You don’t connect to Google with the name, but with the IP address you get from a DNS server.
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Network Troubleshooting

Troubleshooting network issues is merely a matter of understanding how things are connected, what a device needs to communicate, and analyzing the data at hand. Attached are a decision tree and typical, helpful questions.

Decision Tree Questions

The following gives a sample of routine questions that could be asked at certain decision points in the flow chart. The numbers in this list are the black circles on the decision tree..

1 – How many users are affected?


All users means the site is down – go to 8.


1 to ‘X’ means it is a local problem at the site – go to 2.

2 – Select a SPECIFIC user having problem and ping the address.


A successful ping means the device is active on the network – go to 3.

An unsuccessful ping means the device is not responding  – go to 4.

3 – Is the trouble with all applications or one specific application?

One – refer to appropriate support staff for that application (the network does not select applications to impair!).


All applications – refer to Data Networking for diagnosis.

4 – Have the user do ipconfig /all from a DOS prompt.


If address of 192.x.y.z, the device did not get an address from NetID, go to 5.

If valid 10.x.y.z address, go to 7.

5 – “Can you have someone check to see if the lights are flashing on the network equipment?”.

Activity , traffic is passing – go to 6.


No activity = no connectivity – go to 7.

6 – Verify that the device is physically connected to the jack.

7 – When all else fails! ! !

8 – Does WebNM show the site down?


If the site is up, it means we have connectivity, go to 7. 


If the site is down, go to 9.

9 – Contact the site and see if they have site power.


No – check with the local power companies (i.e. – www.cmpco.com).


Yes – go to 10.

10 –  “Could you have someone check the network equipment and see if the lights are                                            flashing?”.


Activity on the network equipment, go to 7.


No activity, go to 11.
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