 CHECKLIST FOR  

ASSESSING SECURITY CONTROLS 
	DHHS EIS System 
	MANAGEMENT CONTROLS 

	Security Controls 
	YES
	NO 
	Comments 

	IT Security Roles and Responsibilities 

	1) Has an EIS System security program been established to conduct necessary security activities (i.e., development of a security plan, contingency plan, risk assessment, etc.) 


	 
	 
	 

	2) Is there a well-defined security plan enforced for EIS Systems? 


	 
	 
	 

	3) Is the security plan implemented throughout the life-cycle of the EIS System? 


	 
	 
	 

	4) Is the security plan reviewed and updated annually? 


	 
	 
	 

	5) Are security standards established for all aspects of the EIS processing environment? 


	 
	 
	 

	IT Security Program and System-Specific Policies 

	1) Has an ISSO responsible for the EIS security program been designated in writing? 


	 
	 
	 

	2) Have the duties and responsibilities of the ISSO been defined in writing? 


	 
	 
	 

	3) Has the ISSO received sufficient training to perform his or her duties? 


	 
	 
	 

	4) Does the ISSO have sufficient time to perform his or her duties? 


	 
	 
	 

	Risk Management 

	1) Has a specific timetable for conducting risk assessments been established (e.g., every 3 years, whenever a significant change to the EIS System hardware or software occurs and whenever changes occur in the security environment)? 


	 
	 
	 

	2) Has a risk assessment been performed prior to the approval of the EIS System design plan? 


	 
	 
	 

	3) Have the results of the risk assessment been documented and taken into consideration when implementing the EIS System? 


	 
	 
	 

	4) Are risk assessment reports kept in a secure location?  


	 
	 
	 

	5) Are action plans formulated to correct weaknesses after a risk assessment is performed? 


	 
	 
	 

	6) Is the system certified in writing by a management official before it becomes operational and after every subsequent risk assessment? 


	 
	 
	 


	Maine DHHS
EIS System
	OPERATIONAL CONTROLS 

	Security Controls 
	YES
	NO 
	Comments 

	Media Protection 

	1) Are sensitive materials (e.g., retailer data) labeled properly when they are delivered or mailed? 


	 
	 
	 

	2) Are procedures for distributing, storing, and disposing computer output containing sensitive information established? 


	 
	 
	 

	3) Is computer output containing sensitive information distributed only to authorized personnel with need to know? 


	 
	 
	 

	4) Is computer output containing sensitive information stored in a secure environment (e.g., locked file cabinet)? 


	 
	 
	 

	5) Is computer output containing sensitive information shredded when it is no longer needed? 


	 
	 
	 

	6) Are sensitive reports containing EIS security features stored and distributed in a secure manner? 


	 
	 
	 

	7) Are copyright regulations applied to the EIS System? 


	 
	 
	 

	8) Are procedures in place to protect electronic media (e.g., diskettes, tape backups and CD-ROMs) containing sensitive data? 


	 
	 
	 

	9) Is access to the library limited to authorized personnel (e.g., librarian)? 


	 
	 
	 

	10) Are external labels affixed to tapes and diskettes indicating the contents of the tapes/diskettes? 


	 
	 
	 

	11) Is each magnetic tape marked with a serial number? 


	 
	 
	 

	12) Are electronic media inventory records maintained and updated regularly? 


	 
	 
	 

	13) Are procedures established so that electronic media are completely free of data before being reallocated or reassigned (e.g., reformatting and degaussing of hard drives)? 


	 
	 
	 

	Personnel Security 

	1) Have personnel security policies been established and implemented? 


	 
	 
	 

	2) Has each personnel member been informed of his/her duties and responsibilities for protecting the EIS System and its resources? 


	 
	 
	 

	3) Are the consequences of violating system security clearly established? 


	 
	 
	 

	4) Are personnel informed of the risks to the system of both intentional and unintentional security breaches? 


	 
	 
	 

	5) Have all system users been screened before they are authorized to access the EIS System? 


	 
	 
	 

	6) Have all contractors been screened before they are authorized to access the EIS System? 


	 
	 
	 

	7) Are nondisclosure agreements established between the State and contractors? 


	 
	 
	 

	Physical Security 

	1) Have appropriate facility security measures been incorporated to restrict access to the facility (e.g., security guards, electronic access devices)? 


	 
	 
	 

	2) Are public access points marked with visible signs informing people that the area is restricted? 


	 
	 
	 

	3) Is access to the computer center restricted to only authorized personnel and controlled through keys or electronic access devices? 


	 
	 
	 

	4) Is access to the computer center controlled through keys or electronic access devices? 


	 
	 
	 

	5) Are keys and access cards distributed to only authorized personnel? 


	 
	 
	 

	6) Are all keys and access cards taken away from employees within 24 hours of termination of employment? 


	 
	 
	 

	7) Are combinations changed regularly and whenever an employee who had access departs? 


	 
	 
	 

	8) Are the facility and the computer center locked when authorized personnel are not present? 


	 
	 
	 

	9) Is a visitors log in place at the computer center and the facility entrance(s)? 


	 
	 
	 

	10) Are all visitors required to sign into the visitors log? 


	 
	 
	 

	11) Are all visitors required to wear a temporary badge for identification? 


	 
	 
	 

	12) Are all visitors escorted by authorized personnel at all times? 


	 
	 
	 

	13) Are network file servers located in an area where access is restricted? 


	 
	 
	 

	14) Is unused and spare POS equipment stored in a controlled environment? 


	 
	 
	 

	15) Is access to the card storage facility restricted? 


	 
	 
	 

	16) Are controls in place to secure personal computers for the multilane POS retailer system? 


	 
	 
	 

	17) Are all telephone jacks, cables, and circuits labeled? 


	 
	 
	 

	Contingency Planning 

	1) Has responsibility been assigned for the development and maintenance of a system contingency plan? 


	 
	 
	 

	2) Has a system contingency plan been developed? 


	 
	 
	 

	3) Does the contingency plan contain detailed information addressing emergency response, backup processing, and recovery actions? 


	 
	 
	 

	4) Are contingency plans tested regularly and then updated based on test results? 


	 
	 
	 

	5) Is the contingency plan consistent with the site disaster recovery program? 


	 
	 
	 

	6) Have critical applications and system elements been identified? 


	 
	 
	 

	7) Has critical equipment been inventoried and maintained? 


	 
	 
	 

	8) Are there notification procedures that provide hazard warnings, announcements, instructions, and locations of emergency services? 


	 
	 
	 

	9) Are telephone numbers and procedures to contact local law enforcement and emergency personnel readily available to all personnel? 


	 
	 
	 

	10) Are proper equipment maintenance schedules in place? 


	 
	 
	 

	11) Are standard operating procedures for bomb threats established and readily available to all personnel? 


	 
	 
	 

	12) Are all new employees required to have a “walk through” to become acquainted with emergency procedures? 


	 
	 
	 

	13) Are all employees trained for emergency procedures periodically to ensure that they stay current? 


	 
	 
	 

	14) Are critical data and system resources backed up regularly (e.g., incremental backup, full backup)? 
	 
	 
	 

	15) Is redundancy provided for communications, including communication devices and lines? 


	 
	 
	 

	16) Are all backup tapes labeled properly? 


	 
	 
	 

	17) Are all backup tapes stored in a secure environment? 


	 
	 
	 

	18) Are backup tapes regularly sent to the off-site facility (e.g., once per month)? 


	 
	 
	 

	19) For leased lines, is an automatic backup capability used to ensure that when a line fails, an automatic switchover is accomplished for the length of the outage? 


	 
	 
	 

	20) Is the Host system a fully fault-tolerant system (e.g., all components are duplicated and all files are mirrored)? 


	 
	 
	 

	Incident Response 

	1) Has an incident reporting process been established to report breaches within EIS systems?  


	 
	 
	 

	2) Have all the employees who access EIS systems been trained to identify and report security incidents to the appropriate personnel? 


	 
	 
	 

	3) Are escalation procedures in place to report incidents to the appropriate law enforcement agencies? 


	 
	 
	 

	4) Are security incidents documented by the ISSO and appropriately resolved? 


	 
	 
	 

	5) Are incident reports protected based on the sensitivity level of the affected system or type of breach?   


	 
	 
	 

	Security Awareness, Training and Education 

	1) Is a statewide security training program conducted for all persons involved in the use or management of EIS Systems?


	 
	 
	 

	2) Are all employees required to complete security training before being allowed to use the system? 


	 
	 
	 

	3) Is the training program reviewed and revised periodically to correct deficiencies or reflect changes in EIS System security policies and procedures? 


	 
	 
	 

	4) Is a detailed record of security training for personnel kept that includes the person’s name, the content of the training, and the date it was completed? 


	 
	 
	 

	5) Is there periodic security training after the initial training (e.g., every year)? 


	 
	 
	 

	6) Does training include users’ responsibilities for protecting their passwords? 


	 
	 
	 

	7) Are all personnel given a review of their security responsibilities to keep EIS Privacy Act and other sensitive information confidential? 


	 
	 
	 

	8) Are the consequences of intentional and unintentional security breaches clearly explained?  


	 
	 
	 

	9) Are benefits recipients trained in the use of security features (e.g., do not reveal PINs, do not write PINs on cards)? 


	 
	 
	 

	10) Are benefit recipients provided with documents that inform them that they must abide by the rules of the EIS System (e.g., send out a pamphlet describing system rules and regulations)? 


	 
	 
	 


	Maine DHHS
EIS System
	TECHNICAL CONTROLS 

	Security Controls 
	YES
	NO 
	Comments 

	Identification and Authentication 

	1) Has the ISSO been assigned responsibility for issuing, maintaining and deleting user       accounts? 


	 
	 
	 

	2) Does the EIS System require users to identify themselves and provide proof of their identity (e.g., user identification (ID), password)? 


	 
	 
	 

	3) Is there a list of authorized users of the EIS System? 


	 
	 
	 

	4) Is the list of user accounts updated regularly? 


	 
	 
	 

	5) Is an individual user uniquely identified? 


	 
	 
	 

	6) Are shared passwords prohibited? 


	 
	 
	 

	7) Are users required to change their password at their first login and regularly thereafter (e.g., every 3 months)? 


	 
	 
	 

	8) Are all user IDs and passwords that are provided by contractors changed immediately? 


	 
	 
	 

	9) Does the system require minimum password length  (e.g., 6 to 8 characters)? 


	 
	 
	 

	10) Are users required to select alphanumeric characters for their password? 


	 
	 
	 

	11) Is the clear-text representation of the password blotted out on the data entry device? 


	 
	 
	 

	12) Does the system prevent users from reusing old passwords for a specified period of time (e.g., 12 months)? 


	 
	 
	 

	13) Are user accounts disabled after a specified number of invalid login attempts (e.g., 3 times)? 


	 
	 
	 

	14) Are controls provided to protect authentication data from unauthorized deletion? 


	 
	 
	 

	15) Are user accounts disabled after a specified period of time of inactivity? 


	 
	 
	 

	16) Are user accounts and their passwords deleted immediately after a user is no longer authorized access to the system? 


	 
	 
	 

	17) Are GUEST accounts disabled? 


	 
	 
	 

	18) Are procedures established for handling forgotten passwords? 


	 
	 
	 

	19) Are authorized users able to temporarily lock/disable user accounts? 


	 
	 
	 

	20) Are all recipients identified and authenticated before they access their benefits (e.g., card, personal identification number [PIN], biometrics)? 


	 
	 
	 

	21) Are controls in place for selecting PINs by the system or recipients (e.g., minimum PIN length, requirement for combination of alphanumeric characters)? 


	 
	 
	 

	22) Is a card deactivated after a specified number of unsuccessful PIN attempts (e.g., 3 times)? 


	 
	 
	 

	23) Is a recipient’s account disabled immediately when the recipient is no longer eligible for benefits? 


	 
	 
	 

	24) Does the automated response unit (ARU) verify the identity of recipients when they call for forgotten PINs and lost or stolen cards? 


	 
	 
	 

	Logical Access Controls 

	1) Is there a list of authorized users of the EIS System?  Is the list up-to-date? 


	 
	 
	 

	2) Is access to files and/or processes restricted based on a user's functions and on a need-to-know basis? 


	 
	 
	 

	3) Is access canceled when the need to know no longer exists? 


	 
	 
	 

	4) Are warning banners displayed before users access sensitive information?  


	 
	 
	 

	5) Are system administrator privileges limited to specific authorized functions? 


	 
	 
	 

	6) Is root access limited only to a minimum number of personnel? 


	 
	 
	 

	7) Are users required to log off when they leave the system? 


	 
	 
	 

	8) Is a timeout feature provided to automatically log off a user after an extended period of inactivity (e.g., 20 minutes)? 


	 
	 
	 

	9) Are controls in place to prevent users from bypassing security checks to access the system? 


	 
	 
	 

	10) Are controls in place to prevent anyone but authorized staff from loading software onto network file servers? 


	 
	 
	 

	11) Are user functions separated among system, security, and database administrators? 


	 
	 
	 

	12) Are system operations, reconciliation, and fund transfer duties segregated? 


	 
	 
	 

	13) Are all program changes controlled by a production turnover of the program to the operations staff which recompiles the programs into production? 


	 
	 
	 

	14) Are controls in place that no application development person is permitted to update any production file or program? 


	 
	 
	 

	15) Are duties that affect the account balance separated or controlled during processing? 


	 
	 
	 

	16) Are groups that authorize card replacement different from the groups that process the card replacement transactions? 


	 
	 
	 

	Auditing 

	1) Is the EIS System enabled to generate audit trails? 


	 
	 
	 

	2) Do the audit trails record security-related events (e.g., unsuccessful logon attempts, changes to security policy and file access events)? 


	 
	 
	 

	3) Does the audit record of each event provide sufficient information, including date/time, user ID, terminal ID, type of access, and success/failure?  


	 
	 
	 

	4) Is access to audit trails restricted to authorized personnel (e.g., ISSO)? 


	 
	 
	 

	5) Are audit trails restricted to read-only access? 


	 
	 
	 

	6) Does the ISSO review audit trails regularly? 


	 
	 
	 

	7) Are controls in place to selectively audit the actions of one or more users based on individual identity? 


	 
	 
	 

	8) Are network audit tools used to detect unauthorized network activities? 


	 
	 
	 

	9) Does a mechanism exist for detecting unusual account activity? 


	 
	 
	 

	10) Is time period established to retain audit trails? 


	 
	 
	 

	11) Is a log of transmissions reviewed for accuracy by end users, security personnel, and auditors? 


	 
	 
	 

	12) Does the system provide a mechanism to log all transmission errors and retransmissions? 


	 
	 
	 

	13) Does the system provide velocity reports that report exceptional usage on a card or retailer level? 


	 
	 
	 

	14) Have fraud detection methods been developed and incorporated into the EIS System to detect deviations from the expected pattern of benefits transactions? 


	 
	 
	 

	15) Do fraud detection methods incorporate a number of detection techniques instead of relying on only one or two techniques? 


	 
	 
	 

	Internet/Web Security 

	Operating System 

	1) Are all unnecessary programs and services eliminated? 


	 
	 
	 

	2) Are all unused ports on the system closed? 


	 
	 
	 

	3) Are default file permission more restrictive? 


	 
	 
	 

	4) Is verbose logging on the system (auditing) enabled? 


	 
	 
	 

	5) Is a CMOS/PROM password enabled? 


	 
	 
	 

	6) Is file-sharing features disabled? 


	 
	 
	 

	7) Does password and user accounts adhere to policies and guidelines? 


	 
	 
	 

	8) Have the most current system patches for the operating system been applied? 


	 
	 
	 

	WEB SERVER 

	1) Is the Web server on a separate local area network (DMZ) from other production systems? 


	 
	 
	 

	2) Does the Web server have a trust relationship with any other server that is not also an Internet-facing server or server on the same local network? 


	 
	 
	 

	3) Is the Web server treated as an untrusted host? 


	 
	 
	 

	4) Is the Web server dedicated to providing web services only? 


	 
	 
	 

	5) Are compilers installed on the Web server? 


	 
	 
	 

	6) Are all services not required by the Web server disabled? 


	 
	 
	 

	7) Is the latest vendor software used for the Web server including all the latest hotfixes and patches? 


	 
	 
	 

	CGI SCRIPTS 

	1) Is the ISSO aware of all CGI Scripts installed on a web server?  


	 
	 
	 

	2) Does the directory containing CGI scripts have permissions of read/write/execute for owner and execute-only for group and others? 


	 
	 
	 

	3) Are all CGI scripts owned by root or administrator. 


	 
	 
	 

	4) Does all CGI scripts have permissions of read/write/execute for owner and execute-only for group and others? 


	 
	 
	 

	5) Are all backup copies of CGI scripts that are automatically generated removed from the system? 


	 
	 
	 

	6) Has the ISSO documented all CGI used on the web server? 


	 
	 
	 

	7) Does each CGI script use a common directory for temporary files and once that task is completed, delete the temporary file? 


	 
	 
	 

	8) Does the ISSO ensure that no CGI script source files exist in the web server document directories? 

	 
	 
	 

	9) Are all CGI scripts centrally stored in the cgi-bin (or equivalent) directory? 


	 
	 
	 

	Network Security 

	Firewalls 

	1) Are firewalls that are accessible from the Internet configured to detect intrusion attempts and issue an alert when an attack or attempt to bypass system security occurs? 


	 
	 
	 

	2) Are EIS firewalls configured to maintain audit records of all security-relevant events?  Are the audit logs archived and maintained in accordance with applicable records retention requirements and this guidance handbook? 


	 
	 
	 

	3) Is firewall software kept current with the installation of all security-related updates, fixes or modifications as soon as they are tested and approved? 


	 
	 
	 

	4) Are EIS firewalls configured under the “default deny” concept.  (This means that, for a service or port to be activated, it must be approved specifically for use.)   


	 
	 
	 

	5) Are the minimum set of firewall services necessary for business operations enabled and only with the approval of the ISSO?  


	 
	 
	 

	6) Are all unused firewall ports and services are disabled? 


	 
	 
	 

	7) Are all publicly accessible servers located in the firewall DMZ or in an area specifically configured to isolate these servers from the rest of the EIS infrastructure? 


	 
	 
	 

	8) Does EIS firewalls filter incoming packets on the basis of Internet addresses to ensure that any packets with an internal source address, received from an external connection (IP Spoofing), is rejected?  


	 
	 
	 

	9) Are EIS firewalls located in controlled access areas? 


	 
	 
	 

	Routers and switches 

	1) Access to EIS routers and switches is password-protected in accordance with FNS guidance. 


	 
	 
	 

	2) Only the minimum set of router and switch services necessary for business operations is enabled and only with the approval of the ISSO. 


	 
	 
	 

	3) All unused switch or router ports are disabled. 


	 
	 
	 

	4) EIS routers and switches are configured to maintain audit records of all security-relevant events. 


	 
	 
	 

	5) EIS router and switch software is kept current by installing all security-related updates, fixes or modifications as soon as they are tested and approved for installation. 


	 
	 
	 

	6) Any dial-up connection through EIS routers must be made in a way that is approved by the ISSO.   


	 
	 
	 

	Database Security 

	DATABASE FILE SYSTEM INTEGRITY 

	1) Are procedures in place to ensure that Database COTS software is not modified from its installation defaults to be more permissive? 


	 
	 
	 

	2) Are procedures in place to ensure that all directories created by the installation of a RDBMS are modified to be more permissive? 


	 
	 
	 

	3) Are procedures in place to ensure that any groups created by the installation of a RDBMS are not modified to be more inclusive? 


	 
	 
	 

	4) Are procedures in place to ensure that any file permissions created by the installation of a RDBMS are not modified to be more permissive? 


	 
	 
	 

	5) Are procedures in place to ensure that End users are never allowed to change any directory names, file permissions, or group information associated with the database software? 


	 
	 
	 

	6) Have all default and vendor installation accounts been deleted from the system? 


	 
	 
	 

	DATABASE BACKUP AND RECOVERY 

	1) Has a database back 


	 
	 
	 

	2) Are scripts or vendor supplied scripts available for use to back 


	 
	 
	 

	3) Has the database back 


	 
	 
	 

	4) Has the database back 


	 
	 
	 

	Virus Protection 

	1) Is an anti-virus program installed on the EIS System?  


	 
	 
	 

	2) Are all software applications scanned for viruses prior to installation? 


	 
	 
	 

	3) Are the virus definitions of the anti-virus program continually updated to protect the EIS System from the most recent viruses? 


	 
	 
	 

	4) Are system users notified regarding virus threats and incidents? 


	 
	 
	 

	5) Are system users required to run anti-virus software regularly? 


	 
	 
	 


