Creating a Records Management Policy

Why are records management procedures important? 

• Consistency - Allows everyone to do the same thing the same way 

• Accountability - Provides something to fall back on in the event of a complicated records request, litigation, or audit 

• Expediency - Improves the speed of records requests and retrieval 

• Efficiency - Improves the use of staff time and storage space, controls the growth of records 

• Compliance - Supports the requirement of all agencies to have a records management program 

Development of Procedures to Support a Records Management Policy 

The following points should be clearly communicated through written procedures and reinforced through regularly scheduled training: 
· How to effectively manage nonpermanent/archival records in all formats, including confidential and electronic 
· Appropriate long-term storage conditions 

· Rules for access, especially for confidential records 

· Procedures for retrieval and re-filing records 

· Instructions for responding to records requests 

· Instructions for records destruction 

· Documentation of decision-making processes 

· Why you choose to follow a particular series on a schedule 

· Clarification of cutoff events  - when a series is closed for office purposes
· How to designate the “record copy” and when it is appropriate to destroy copies 

· How and when to complete an inventory of records 

· How to locate appropriate retention schedules (both general and agency-specific) 

· When and how to extend the retention of records relevant to legal matters, audits, investigations, etc.  
· How to retain drafts and working papers

· What to do with records involved in litigation
· Scanning/microfilming procedures

· How to select records for reformatting 

· Procedures for preparing, sending, and storing reformatted records 

· Instructions for documenting and dealing with noncompliance 

· Rules for training staff (when it happens, who must attend, etc.) 

· References and internal operating procedures relating to records management 

Records Management Policy Components/Template

This policy template provides a useful guide on the key aspects and components to include in an agency policy.

Title

Date and Version Number

Purpose - Explain why an information and records management policy is needed and the benefits of good practice. For example:

The purpose of this policy is to provide guidance and direction on the creation and management of information and records and to clarify staff responsibilities. This department-wide records management program is intended to maintain, protect, retain and dispose of records in accordance with operational needs, State government regulations, fiscal/legal requirements, historical, and reference purposes.
Policy Statement
Provide a brief statement of the agency’s commitment to good information and records management practices. If applicable, mention briefly factors influencing information and records management within the agency. For example:

[Our agency’s] information and records are a State Government asset, vital both for ongoing operations and also in providing valuable evidence of business decisions, activities and transactions.  In addition, [the agency] is committed to the principles and practices set out in Title 5, Chapter 6, Section 95, §7and Secretary of State/Maine State Archives (29/255) Chapter 1 –State Agency Records Programs.
Scope
Specify who and what aspects of the agency’s business and business transactions the policy covers. Indicate the business applications and systems the policy covers, e.g. email, electronic records, etc.:

This policy applies to [agency] staff, to all aspects of the agency’s business and all business information created and received. It covers information and records in all formats including documents, email, voice messages, memoranda, minutes, audio-visual materials and all electronic/scanned records. The policy also covers all business applications used to create, manage and store information and records including the official records management systems, email, websites, social media applications, databases and business information systems. This policy covers information and records created and managed in-house and off-site.

Legislation and Other Key Mandates

Your information and records management strategy and framework documents cover the legal, regulatory and business context within which your agency operates. Only duplicate as much as necessary for staff to understand the environment within which this policy document is set. You might specifically mention requirements that more directly affect staff, for example agency-specific legislative requirements for creating or keeping particular information and records. 
Creation and Maintenance of Information and Records

Provide guidance on the types of information and records that need to be created, captured and managed to support agency business and legal requirements. Operational workgroups may have specific requirements to create and capture records and these should be referenced (but not reproduced) in the policy. Any separate information or training available on aspects of records management such as titling or capture should be mentioned here. For example:

Agency information and records must be created and captured by everyone subject to this policy. Agency records created should provide a reliable and accurate account of business decisions and actions. Include all necessary information to support business needs including the names, dates and time, and other key information needed to capture the business context. The Freedom of Access Act defines a public record as “any written, printed or graphic matter or any mechanical or electronic data compilation from which information can be obtained…that is in the possession or custody or an agency or public official of this State or any of its political subdivisions” with specific exceptions for confidentiality purposes [1 MRSA 402 (3)].
Systems Used to Maintain Information and Records

Establish clearly which locations are approved for the maintenance and storage of records and information and which should not be used. Larger agencies may need to provide generic examples. Some agencies may use electronic records management systems and will prohibit the use of shared folders as an endorsed location for the permanent capture of records. Other agencies may use shared drives as an endorsed system, with appropriate controls and protocols in place. Supporting operational and procedural guidelines should be linked to the policy.

Explain here the circumstances in which paper records will be permitted or other scanning, electronic document information.”
The agency’s primary information and records management system is our electronic document records management system (EDRMS), known as XXXX. Where possible, all incoming paper correspondence received by the organization should be converted to digital format and saved into the EDRMS. In limited circumstances, such as for particular security purposes, there may be a requirement for paper files to be created. 

XYZ records must not be maintained in email folders, shared folders, personal drives or external storage media as these lack the necessary functionality to protect agency information and records over time. 

Access to Information and Records

Provide a statement supporting the concept that staff should have ready access to specific information. Describe circumstances when it is appropriate to restrict this access. For example:

Information and records are a department-wide resource to which all staff may have access, except where the nature of the information requires restriction. Access restrictions should not be imposed unnecessarily but should protect:

· individual staff, or client privacy

· sensitive material such as security classified or material with dissemination limiting markings, for example ‘XYZ Records’
The public have legislative rights to apply for access to information held by our agency under the Freedom of Access Act. These apply to all information held by the agency, whether in officially endorsed records management systems or in personal stores such as email folders or shared and personal drives. Responses to applications for access under Freedom of Information legislation are the responsibility of [responsible person in agency]. 

Retention or Destruction

Describe the responsibilities that staff  have for retention and destruction of the agency’s information and records. Provide staff with the information they need to comply with authorized destruction of the agency’s information and records.  Include reference to Maine State Archives/Records Management procedures. Consider making reference to the importance of timely destruction of information and records and the risks to the agency of over-retention while ensuring that staff understand the risks of unauthorized destruction.  Include information on records, non-records, how to designate the record copy, etc. 
Agency records are destroyed when they reach the end of their required retention period set out in records authorities issued by the agency records schedules approved by the Maine State Archives. Retention periods in records authorities take into account all administrative, fiscal, legal and government requirements for the records. Our agency uses a number of general and agency-specific authorities to determine retention, destruction and transfer actions for its records.

Some records can be destroyed in the normal course of business. These are records of a short-term, transitory value.

Drafts and working papers are records.  Examples of drafts that might be immediately discarded following the creation of a new draft are those which contain only minor non-substantive changes such as correction of grammar and/or spelling or minor “word-smithing.”  Any other drafts should be filed with related record series or discussed with the agency records officer before being destroyed.

Once notice is received of a pending litigation or government investigation, destruction of any records involved in the litigation or investigation is put on hold pending its outcome. Serious consequences are involved for the agency and for anyone who destroys records during this process. 
Transfer

Outline instances when information and records may be required to be transferred. Explain that records of archival value are to be retained permanently or transferred to the Maine State Archives (if space allows) once they are no longer needed for current use.
Records may be required to be transferred out of the agency or out of the custody of the agency. This occurs when:  closed records are no longer needed for agency business but must still be retained for fiscal or legal requirements and are sent to the State Records Center to meet out their retention time; or records of archival value are no longer being actively used and the custody of those records is transferred to the Maine State Archives. Only agency card holders have access to records once they are transferred.
Roles and Responsibilities

Define the roles and responsibilities of all agency employees to ensure that reliable and useable information and records are created and managed, and are kept for as long as they are needed for business, accountability or historical purposes. This may include:

All employees: All staff are responsible for the creation and management of information and records as State employees creating public records.

Director/Agency head: The Director is ultimately responsible for the management of information and records within the agency. The Director has authorized this policy. The Director promotes compliance with this policy, delegates responsibility for the operational planning and running of information and records management to others in the agency and ensures the agency’s information and records program is adequately resourced.

Agency Records Officer/Assistants: Under the leadership of the administration, records management unit is responsible for overseeing the management of information and records in this agency consistent with the requirements described in the policy. This includes providing training, advice and general support to staff, creating, developing or acquiring and implementing information and records management products and tools, including developing and implementing strategies to enable sound records management practices, monitoring compliance with information and records management policies and directives and advising senior management of any risks associated with non-compliance.

Managers and supervisors: Managers and supervisors are responsible for ensuring staff are aware of, and are supported to follow, the information and records management practices defined in this policy. They should advise the records management unit of any barriers to staff complying with this policy. They should also advise the unit of any changes in the business environment which would impact on information and records management requirements, such as new areas of business that need to be covered by a records authority.

Communication and Training

Include a statement affirming that the policy will be communicated to staff and that training will be provided on aspects of the policy. When conducting training, keep it up to date, schedule it regularly and consider how to tailor it so that it is meaningful to different workgroups in your agency.
Monitoring and Review

Make a commitment to reviewing the policy and monitoring compliance. When conducting a review of the policy, consider its relevance, continuing appropriateness and staff awareness of its requirements. Monitor staff adoption of the policy at regular intervals. If direct supervisors are responsible for monitoring compliance of their staff, ensure they are aware of their responsibility and the standards expected of their staff.  For example:

This policy will be updated as needed if there are any changes in the business or regulatory environment. It is scheduled for a comprehensive review by 20XX. This review will be initiated by the head of the Agency Records Officer and conducted by an internal committee of senior management.
Also include review and update of inventory, schedules and file plan.
Resources

If necessary provide a list of resources that provide additional information. This may include contact details of relevant staff within the agency as well as useful reference material from the Maine State Archives/Records Management.

Management Endorsement

Provide evidence that the Commissioner or senior manager has endorsed the policy. This may be done in a brief paragraph signed by the Commissioner or senior manager recognizing the important place of information and records in the agency and directing staff to comply with the requirements of the policy.
IMPORTANT NOTE
Provide staff with CLEAR information on where they can go for help with any records questions including Records Management, agency records personnel and Agency/General Schedule information.
