STATE OF MAINE ANDROSCOGGIN, S5

AFFIDAVIT IN SUPPORT OF ARREST WARRANT
(M.R.Crim.P. 4(b)) AND INITIAL DETERMINATION
OF PROBABLE CAUSE (M.R.Crim.P. 5(d))

To: Any Judge of the District Court or Justice of the Peace.

I, Victoria Lane, being a duly sworn and deposed Maine State Police Detective, state the
following:

1 am employed as a detective with the Maine State Police and currently assigned to the
Major Crimes Unit, Southern Field Division. I am a sworn law enforcement officer and a 2020
graduate of the Maine State Police Academy, The statements contained in the affidavit are based
upon my knowledge and éxperience and on information received from-other individuals and
other law enforcement officers as set forth below.

The following facts and circumstances Jead this affiant to believe that Robert Card

(DOB: 04/04/1983) committed eighteen (18) counts of Murder in violation of 17-A M.R.S. Sec.
201, in the city of Lewiston, Maine, on or about October 25, 2023:

1.

On 03/25/2023 at 1856 hours, Auburn Communication Center received a first report of
a male shooting inside Just In Time Recreation (also known as Sparetime Recreation)
located at 24 Mollison Way in Lewiston. The Auburn Communication Center
subsequently received numerous 911 calls reporting multiple victims at this location,
At 1908 hours, Auburn Communication Center received multiple reports of an active
shooter inside Schemengee’s Billards located at 553 Lincoln Street in Lewiston.

At 2048 hours, Androscoggin Sheriff’s Office Detective Maurice Drouin obtained
video surveillance footage from Schemengee's. The video showed a white male exit a
white passenger vehicle armed with an assault rifle and make entry into the
establishment. A screenshot of the white passenger vehicle was distributed to
investigating law enforcement personnel.

At 2113 hours, | made entry into Just In Time Recreation. | observed seven (7)
deceased individuals inside the establishment with one (1) being a female and the rest




males. The victims had sustained apparent gunshot wounds. [ observed numerous rifle
cartridges on the ground throughout the premises.

3. At 2126 hours, Lewiston Police Department Chief David St. Pierre received a phone
call from _ H—stating the male in the distributed suspect
photograph was her brother, Robert Card.

6. At2147 hours I made entry into Schemengee’s, | observed seven (7) deceased males
inside and one (1) additional deceased male was located outside. The vietims each
sustained apparent gunshot wounds. | observed numerous rifle cartridges on the
ground throughout the premises,

7. At 2156 hours, Lisbon Police Department advised officers located a Subaru at the
Pejepscot boat launch.

8. At 2157 hours, Maine State Police Detective Conner Walton conducted a reverse
vehicle registration search on Robert. The DMV return indicated a white 2013 Subaru
Outback bearing ME PC 9246PD was registered to Robert Card.

9. At 2201 hours, Lisbon Police Department confirmed the Subaru in the Pejepscot boat
lauinch was the suspect’s vehicle.

10. At 2203 hours, Maine State Police Détective Justin Huntley interviewed l\-
_ at Lewiston Police Department. Ms. H- told Det. Huntley that Robert has
been delusional since February 2023 after a bad break-up. N-Explained to Det,
Huntley that since the break-up, Robert has had significant weight loss, has been
hospitalized for mental health issues and prescribed medication that he stopped taking.
N-I- described Robert as being very interested in firearms and owned a lot
of them to include assault rifles and handguns. N-!- said that Robert
believed there was a conspiracy against. him and people were accusing him of being a
pedophile, Robert believed businesses were broadeasting online that Robert was a
pedophile. N-}-iold Det. Huntley that the following businesses: Sparetime
Recreation; Schemengee’s; Gowell’s Market in Litchfield; and, Mixers Nightclub in
Sabattus were the businesses that were broadcasting that Robert was a pedophile. .
Robert also believed that his family was involved in the conspiracy.

11. At 2330 hours, Maine State Police Sergeant Jesse Duda spoke with Robert’s brother,

R Ol to'¢ Szt. Duda that Robert had been in a relationship with a
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person named J.C.the past few months before J. (.ended he relationship.
R-C- stated that Robert met Jl 1 2 cornhole competition at
Schemengee’s. RIJJJIM said that ever since the relationship ended Robert started
wearing hearing aids and had been saying crazy things.

12. At 2345 hours, I watched a portion of the video footage from Schemengee’s. |
observed the male walk through the bar while seeking out and shooting at patrons. The
male in the footage was similar in appearance to the DMV photograph of Robert.

13. On October 26, 2023 at 01 15 hours, Lisbon Police Department officers told Sgt. David
Levesque of Lewiston Police Department who then told your affiant that th ey
observed a long rifle in the Subaru that was located atthe Pejepscot boat launch .

14, The Subbaru that was located at the Pejepscot boat launch was sized and transported
to a secured location. At 0229 hours, I spoke with Trooper Jason Wing who was
escorting the Subaru from the Pejepscot boat launch to a secure location. Trooper
Wing advised that located in plain view in the passenger area of the vehicle was
papérwork containing Robert’s name. Trooper Wing confirmed the vehicle’s DMV
registration returned to Robert Card.

15. Eight of the eighteen deceased have been identified as follows:,

a. Thomas Ryan Conrad
b, Michael Deslauriers, 11

Jason Adam Walker

Robert E. Violette

William Young

Tricia Asselin

William Brackett

Keith Macneir

F e o moe a P

The ten remaining victims have not yet been identified.

In light of all the above stated facts, your affiant has probable cause to believe that
Robert Card has committed eighteen (18) counts of the crime of Murder 17-A M.R.S. Sec. 201.

) WHEREFORE, your affiant prays that a warrant of arrest issue for Robert Card
(04/04/1983) for the crime of Murder in violation of 17-A M.R.8. Sec. 201 and that the
defendant be held without bail until his first court appearance in Maine.




I, Victoria Lane, depose and swear, upon information and belief, that all of the information
contained within this Probable Cause Affidavit is both truthful ang accurate to the best of my

knowledge.
¢ “?'Sé‘y

Victotid Lane
Detective, Maine State Police

Subscribed and sworn to by Detective Victoria Lane before me this 26" day of October, 2023.

Pl

Judge, Ma?é District tourtV




STATE OF MAINLE

SAGADAHQC, 88 DISTRICT COURT
SITTING AT WEST BATH
CRIMINAL ACTION ~
DOCKET NOD Y 273 1o 3

IN RE: SEARCH WARRANT FOR
A WHITE 2013 SUBARU OUTBACK,
VIN #4S4BRDLCRD2257621

IN RE: SEARCH WARRANT FOR
JWEST ROAD, BOWDOIN,
MAINE

SEARCH WARRANT
(M.R. CRIM. P, 41)

TO:; Any officer authorized by law to execute this seaich warrant. On the basis of the

[ x ] Affidavit.by: Det. Victoria Lane - Maine State Police dated October 26, 2023;
which affidavit is attached to the original hereof and made a part thereof to be filed in the
District Court;

1 am satisfied that there is probable cause to believe that there ate grounds for the
issuance of a search warrant. You ate therefore commanded to search the place(s) and/or
person(s) described below for the property and/or person(s) described below and, if the
property and/or person(s) is/are found, to seize such propeity and/or person(s) and
piepare a written inventory of the property seized.

Place(s), person(s), or vehicle(s) to be searched:

«  White 2013 Subaru Outback which bears Maine “Passenger Car” license plate
9246PD and vehicle identification number 434BRDLC8D2257621.
The vehicle is curtently located within the garage bay of Maine State Police
Crime Lab in Augusta, Maine.

. West Road, Bowdoin ME 04287. This residence is white/light gray
single wide mobile home with a short gravel driveway. The residence sits
perpendicular to the road. The entrance to the-residence is on its left side. To
the left of the tesidence is a large blue metal garage. There is a lean to shed off
to the right of the garage. The residence is currently secuted by the South
Portland Police Department,

Property or article(s) to_be searched for:
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e Any and all firearms. ,

o Any and all firearm ammunition to include spent ammunition casings.

¢ Any telephones, cellular telephone(s), computers, and ot/electronic memory
storage devices and their contents.

o Blood samples, hairs, fibers, bone ot boune fragments, bodily fluids or other trace

evidence for purpose of identification and/or compatison.

Any and all personal documents of Robert Card

All property that could constitute evidence of the commission of a erime.

Latent prints and DNA.

Medications prescribed o Robert Card

* ©o e #

Name of owner or occupant of premises, if known;
# Robert Card date of birth 04/04/1983

All of the ahove being seizable pursuant to Rule 41 of the Maine Rules of Criminal
Procedure as (a) evidence of a violation of Title 17-A of the Maine Revised Statutes
Annotated; (b) property designed ot intended to be used or which is or has been used as
the means of committing & criminal offense under Chapter 9 of Title 17-A M.R.S.A; (c)
evidence of a violation of Title 17-A section 201 and/or the fruits of a crime.

X DAYTIME WARRANT ONLY
This warrant shall be executed between the hours of 7:00 AM.
And 9:00 P.M. and shall be returned, together with a written
inventory, within 10 days of the issuance hereof, to the
Lewiston District Court of Maine.

M EITHER NIGHTTIME OR DAYTIME WARRANT
For reasonable cause shown in the affidavit(s)/evidence, this warrant may be executed in
the daytime ot in the nighttime (09:00 P.M, to 7:00 P.M.) and shall be returned together
with & written inventory, within 10 days of the issuance hereof, to the West Bath Division
of the Sagadahoc District of the District Court of Maine

(I UNANNOUNCED EXECUTION OF SEARCH WARRANT
For reasonable cause shown, this-watrant may be executed by an officer without
providing notice of the officer’s putpose and office.
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Issued at __Hallowell in the County of _Kennebec on this 26th day October
2023

Tjme issued: 9:38 AM/PM-- 9\/\ / L\) ;
Jiidge, Maigé District Colint

Justive; Wine SuperiorCourt
Justice-ofthe-Peace—
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STATE OF MAINE

SAGADAHOC,SS DISTRICT COURT
SITTING AT WEST BATH
CRIMINAL ACTION
DOCKETNO._ 721 a'%

IN RE: SEARCH WARRANT FOR \
A WHITE 2013 SUBARU OUTBACK,
VIN #4S4BRDLC8D2257621

i: SEARCH WARRANT FOR
EST ROAD, BOWDOIN,
MAINE

AFFIDAVIT AND REQUEST FOR SEARCH WARRANT
(M.R. CRIM. P. 41)

To: Any Judge of the District Court or Justice of the Peace:

1, Victoria Lane, being duly sworh by oath, affirm that I have been a Detective for
the Maine State Police, State of Maine, since 2022 and have been employed by the-Maine
State Police Department since 2019. T hereby apply for a search warrant to search the
vehicle.described below and to seize the property, also described below. I have probable
cause to believe, and do believe, that there is evidénce of the commission of a ctime, to
wit:

»  Murder, 17-A M.R.S. 201-1(A)
PartI: Located on or about the property/premises described below, namely:

e White 2013 Subatu Outback which bears Maine “Passenger Car” license plate
9246PD and vehicle identification number 4S4BRDLC8D2257621.

The vehicle is currently located within the garage bay of Maine State Police

Crime Lab in Augusta, Maine.

. -W est Road, Bowdoin ME 04287. This residence is white/light gray
single wide mobile home with a short gravel driveway. The residence sits
perpendicular to the road. The entrance to the residence is on its left side. To the
left of the residence is.a large blue metal garage. There is.a lean to shed off to the
right of the garage. . The fesidence is cuireritly secured by the South Pertland
Police Department.

Page of _m__ Initials




Name of owner:!
s Robert Card, date of birth 04/04/1983

Description: | X ] Building [ X ] Vehicle [ ] Person [ ] Computer [ ] Other (records)

Part IL: Property or article(s) to be searched for:

¢ Any and all firearms.

e Any and all firearm ammunition to include spent ammunition casings.
Any telephones, cellular telephone(s), computers, and or/elestronic memory
storage devices and their contents.

o Blood samples, hairs, fibets, bone or bone fragments, bodily fluids or other trace

svidence for purpose of identification and/or comparison.

Any and all personal documents of Robert Card

All property that could constitute evidence of the commission of a ctime,

Latent prints and DNA.,

Medications prescribed to Robert Card

Reason for Seizure:

X property that constitutes evidence of the commission of a criminial offefise.

[ 1contraband under 17-A. M.R.S.A. ss to wit,
(Crime) (17-A. ML.R.S.A. ss .

[ |property designed or intended for use or which is or has been used as the means of

commijtting a criminal offense, _

[ ]person for whose arrest there is probable cause or who is unlawfully restiained

Part I1I: My conclusion that such probable cause exists is based on the following
factual information:

A. Introduetion

1. 1, Victoria Lane, a Detective for the Maine State Police Major Crimes Unit,
make this affidavit in, support of an application for a search and seizure
warrant under Title 16, Chapter 3, Subchapters 10 &11 as well as Rule 41B of
the Maine Rules of Unified Ctiminal Procedure.

2. This aflidavit is intended to show that there is sufficient probable cause for the
requested search and seizute warrant and does not necessatily set forth all of
my knowledge about this matter. The staterents contained in this affidavit
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are based upon the following: my own personal knowledge; knowledge
abtained from other individuals during my participation in this investigation,
including other law enforcement ofticers; interviews of withesses; my review
of records related to the events and circumstances described herein; and
information gained through my training, education, and experience.

B. Experience

1.

2‘

3$

1, Victoria Lane, am a Detective with the Maine State Police. | graduated from
the 73rd Maine State Police Recruit Training Troop in March of 2020, My
training and experience include the investigation of major criminal cases
including, but not limited to, aggravated assault crimes and murder,

I have authored and assisted in the execution of numerous scarch-and-seizire
warrants during my tenure as a law enforcement officer.

I have personal knowledge of the facts and circumstances hereinafter related
as a result of an investigation [ responded to on 10/25/2023.

C, Specific Probable Cause

1.

On 03/25/2023 at 1856 houts, Auburn Comnmunication Center received & first
report of a male shooling inside Just In Time Recreation (also known as
Spatetime Recreation) located at 24 Molfison Way in Lewiston. The Aubum
Communication Center subsequently received numerous 911 calls teporting
multiple victims at this Joeation,

At 1908 hours, Aubuen Communication Center received multiple reports of an
active shooter inside Schemengee’s Billards located at 553 Lincoln Strect in
Lewiston,

At 2048 hours, Andrescoggin Sheriff’s Office Detective Maurice Drouin
obtained vides surveillance footage from Schemengee's, The video showed a
white male exit a white passenger vehicle armed with an assault rifle and
make entry into the establishment, A screenshot of the vehiite passenger
vehicle was distributed to investigating law enforcement personnel.

At 2113 hours, I made entry into Just In Time Recreation, [ observed seven
(7) deceased individuals inside the establishmgent with one (1) being a female
anid the rest males, The victims had sustained apparent gunshot wounds. |
observed numerous rifle cartridges on the ground throughout the premises.

At 2126 hours, Legd ic - hief David 8t, Pierre.received a
phone call from N stating-the male in the
distributed suspect photograph was her brother, Robert Cavd,

AL2147 tours | made entry into Schemengee’s. I observed seven (7) deceased
males insidé and one (1) additional deceased male was located outside. The
victims each sustained apparent gunshot wounds. I observed numerous rifle
cartridges oi the ground throughout the premises,

At 2156 hours, Tisbon Police Department advised officers located a Subaru at
the Pefepscot boat launch.
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B. At 2157 hours, Maine State Police Detective Conner Walton conducted a
reverse vehicle registration scarch on Robett, The DMV return indicated a
white 2013 Subaru Outbuck bearing ME PC 9246PD was registered to Robert
Card,

9. At 2201 hours, Lisbon Police Department confirmed the Subatu in the
Pejepscot boat launch was the suspect’s vehicle,

10, At 2203 hoars. Maine State Police Detective Justin Huntley interviewed
N-H-at Lewiston Police Department. Ms. lfiofd Det, Huntley
that Robert has been delusional since February 2023 after a bad break-up.
NEEE: xplairied to Det. Huntley that since the break-up, Robett has had
significant weight loss, has been hospitalized foramental health issues and
prescribed medication that he stopped taking. N“ described Robert
as being very interested in firearms and awned a lot of them to Include assault
rifles and handguns. N VI said that Robert believed there was o
conspiracy against him and people wete accusing him of being a pedopbile.
Robert believed businesses were broadcasting online that Robert was a
pedophile, N/ Ml told Det. Huntley that the following businesses:
Sparetime Recreation; Schemengee’s; Gowell’s Market in Litchfield; and,
Mixers Nightelub in Sabattus were the businesses that weré broadeasting that
Robert was a pedophile, , Robert also believed that his family was involved in
the conspiracy.

11, At 2330 hours, Maine State Police Sergeant Jesse Duda spoke with Robgrt's
brother, R COD: I C [l told Sgt. Duda that Robert had been ina
telationship with a person named JHNNCIlhe past few months before |
(mended he relationship. R CEMstated that Robert met I Il a
corphole competition at Schemengee's, Rl Clllsaid that ever since the
relationship ended Robett started wearing hearing aids and had been saying
crazy things, ‘

i2. At 2345 hours, | watched a portion of the video footage from Schemengee’s. |
observed the male walk through the bar while seeking out and shooting at
patrons. The male in the footage was similar in appearance to tho DMV
photograph of Robeit.

13. On October 26, 2023 at 0115 hours, Lisbon Police Department officers told
Sgt, David Levesque of Lewiston Police Department who then told your
affiant that they observed a long riffe in the Subaru that was located at the
Pejepscot boat Jaunch .

14, The Subaru that was located at the Pejepscot boat launch was sized and
uansported to a secured location. ‘At 0229 hours, I spoke with Trooper Jason
Wing who was escorting the Subaru from the Pejepscot boat launch to a
secure focation, Trooper Wing advised that located inplain view in the
passenger grea of the vehicle was paperwork containing Robert’s name.
Trooper Wing confirmed the vehicle’s DMV registration retured to Robert:
Card.
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15, At 0257 houts Det. Cpl. Bond conducted an interview with 'l‘“
at hiis residence of | N NN iv the town of

informed Det, Cpl. Bond that he was best friends with R IICHIN
I o is the beother of Robert Card, TJJtated that he
knows Robert has multiple rifles, one of which he believes has a thermal optic
mounted on it, T informed Det. Cpl. Bond that Robert only has one
vehicle which is a Subaru. T tated that Robert has a red and white,
on/off road, Yamaha dirt bike which should be stored in the garage or in an
outside storage area of Robert's residence in Bowdoin. T stated that
Robert also has a large Jot-ski which should be at his residence in Bowdoin.

16. Eight of the eighteen deceased have been identified as follows:,
a. Thomas Ryan Conrad

=

Michael Deslauriers, [
Jason Adam Walker
Rabert E. Violette

e. William Young

e o

. Tricia Asselin
-g. William Brackett
h. Keith Macneir

The teri remaining victimg have not yel been identified.

[ X7 request that a search be issued which may be executed during daytime hours
(7:00 AM. t0 9:00 P.M),

[ ]1rvequest thet a search warrant be issued which may be executed elthet during the
daytimhe o nighttime. The following grounds are reasonable cause for allowing the
search warrant to be executed during the nighttime hours (9:00 P.M. to 7:00 AM).

[ ]1request that a search warrant be issued which may be served. without providing
natice of the officer’s purpose and office, The following grounds are reasonable cause
for allowing the search watrant to be served without providing notice of the officer’s
purpose and office:,

{ ] that the property sought may be quickly or easily altered, destroyed, concealed,
removed of disposed of if prior notice s given;
[ ]that the escape of the person sought may be facilitated if prior notice ls given;
[ ] thatthe person sought, the person from whom or from whose premises the
propetty is sought, ot an occupant thereof, may use deadly or non-deadly
foece in resistance to the cxecution of the warrant, and dispensing with prior
notice Is more likely to chsure the safety of officers, occupants or others, ory
| ] that such facts and circumstances exist as would yender reasonable the
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warrant’s executioni without notice.

{73 Ll
Victdbia Lane
Detective, Maine State Police

Subscribed and swotn to by Detective Victoria Lane before me this 26th day of October

2023

Judge Mat e istrict Cour
Fustice; vigjfe-Superior-Couart
Jusﬁcevﬁhe‘?eace”
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Search Warrant

STATE OF MAINE UNIFIED CRIMINAL COURT
ANDROSCOGGIN, ss. LOCATION: Lewiston
DOCKET NO. S 2 2 oS

IN RE: SEARCH WARRANT FOR ) SEARCH WARRANT
WHITE 2013 SUBARU OUTBACK ) [M.R.U. Crim. P. 41 & 41B}
BEARING MAINE PC 9246PD )

OWNED BY ROBERT CARD )

To: Any officer authorized by law to execute this Search Warrant;

Affidavit having been made before me by Benjamin Handzel of the Maine State Police; and as I
am satisfied that there is probable cause to believe that grounds for the issuance of a search
warrant exist; you ate hereby commanded to search the place(s) or person(s) specified herein and,
if the specified property is found, to seize such propetty and prepare a written inventory of the

property seized.

Part I: Located on or about the property described below, namely:
A. A White 2013 Subary Outback registered to ROBERT CARD (DOB 04/04/1983) with
Maine Passenger Car Plate 9246PD and VIN #4S4BRDLC8D2257621, curtently at the
Maine State Police Crime Lab in Augusta.
B. Any and all electronic systems onboard the vehicle that collects, maintains, and/or stores
data including but not limited to the vehicle's infotainment system and/or telematics

devices with the above described vehicle.

PART II: There is certain evidence or property, namely:

A. Based upon the affidavit, T find that there is probable cause to believe the property listed

above either contains evidence of, or itself constitutes an instrumentality of Murder of 17-




Search Watrant

A M.R.S. § 201, is subject to search under MR.U. Crim, P. 41 & 41B, and should

therefore be seized and searched for the following items:

1.

Live and deleted user attribution data including user accounts, e-mail accounts,
passwords, PIN codes, patterns, methods of payment, account names, user names,
screen names, remote data storage accounts, documents, files, metadata, log files, user
voice profiles and other biometric identifiers or any other information and evidence that

may demonstrate attiibution to a particular user or users;

Live and deleted historical navigation data tracks, routes, and waypoints, GPS fixes,
favorites, past journeys, tip logs, and user entered data, Latitude, Longitude, and

Altitude coordinates, and related dates and times;

Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fruits, and/or instrumentalities of violations of crime(s) listed;

Live and deleted contact lists, call Jogs, text messages and multimedia messages (SMS
and MMS messages), e-mails, chats, video conference communication data, contact
information, installed application information including their content and any other

information which can be used to identify potentially associated persons;

. Live and deleted passwords, password files, PIN codes, encryption codes, or other

information necessary to access the digital device or data stored on the digital device

such as hidden file applications;

Live and deleted documents, progtams, pictures, videos, audio files, text files, databases,
application data, calendar entries, user dictionaries, malware, vituses, tracking or other

remote monitoring software, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, temporary Internet
files, cookies, searched items, downloaded and uploaded files, social networking

websites ot applications; and




Search Warrant

8. Live and deleted data stored on removable media such as Subscriber Identity Modules
(SIM cards), flash memory storage devices such as Secure Digital (SD) and Micro SD
media cards and any associated wireless devices (Bluetooth, Wi-Ii, or other

technology).

9. Any and all data stored in the infotainment or telematics system of a white colored
2013 Subaru Outback, bearing VIN # 4S4BRDLC8D2257621 and ME Registration
9246PD. The vehicle is currently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine.

Your affiant or others from my department/agency will review the material received
for evidence relating to Murder in order to extract information that falls under the
search warrant parameters. The seized material will iaclude information that
demonstrates the identity of the individual producing communications or using the
vehicle,

This Court is authorized to issue this warrant pursuant to 15 MLR.S. §§ 55 & 56.

[X] Waiver of Notice to Owner or User of Electronic Device. Based on the facts set forth in
the affidavit, and pursuant to M.R.U. Crim. P. 41B(c) & (d) and 16 M.R.S. §§ 643(2) & 649(2),
it is hereby ORDERED that the notification ordinarily required under 16 M.R.S. §§ 643 &
649 is waived, based on the determination that such disclosure would have an adverse result,
for the reasons marked below:
_ X (1) immediate danger of death or serious physical injury,
__X__(2) flight from proesecution,
__¥__. (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,
X (5) seriously jeopardizing an investigation, or

______(6) undue delay of a trial.

(oK)




Search Warrant

In order to successfully complete a forensic extraction from an Infotainment System, you are
authorized to repair device(s), replace the screen(s), teplace the chassis, reconnect wires, or replace
batteries, You are also authorized to employ advanced forensic processes to bypass locked display
scteens and other data ageess restrictions, Advanced processes may include potentially destructive

processes such as gaining root and/or Super user access, JTAG, ISP-JTAG and chip-off.

The executing law enforcement officer(s) may enlist the aid of a law enforcement computer forensic
laboratory and/or certified digital evidence examiner(s) to include the New York State Police in the
searching, viewing, photographing, recording, copying, forensic imagining, and analysis of any and

all of the information described.

ANYTIME WARRANT
This watrant shall be executed anytime and shall be returned, together with a written
inventory, within 14 days of the issuance hereof, to the Maine District Court located in Lewiston,

Maine,

Issued in _Hallowell , Maine in the County of Kennebec this
27th_day of __October 2023, at 810 AM-/ PM,

N L 2
Wt Cotrt Judge




Search Warrant Affidavit

STATE OF MAINE UNIFIED CRIMINAL COURT
ANDROSCOGGIN, ss. LOCATION: Lewiston
DOCKET NO. _ 0 20 S

IN RE: SEARCH WARRANT FOR ) ATFIDAVIT AND REQUEST
WHITE 2013 SUBARU OUTBACK ) FOR SEARCH WARRANT

BEARING MAINE PC 9246PD ) [M.R.U. Crim. P. 41 & 41B]
OWNED BY ROBERT CARD )

AFFIDAVIT OF BENJAMIN HANDZEL OF THE
MAINE STATE POLICE

I, Benjamin Handzel, a duly sworn law enforcement officer for the Maine State Police, hereby
state under oath and upon penalties and pains of perjury that there is probable cause to beliove

that:

Part I; Located on or about the property described below, namely:

A. A White 2013 Subaru Qutback registered to ROBERT CARD (DOB 04/04/1983) with
Maine Passenger Car Plate 9246PD and VIN #4S4BRDLC8D2257621, currently at the
Maine State Police Crime Lab in Augusta.

B. Any and all electronic systems onboatd the vehicle that collects, maintains, and/or stores
data including but not limited to the vehicle's infotainment system and/or telematics
devices with the above described vehicle.

Pare I1: There is certain evidence or property, namely: Based upon the foregoing, 1
respectfully submit that there is probable cause to believe the property listed above eithet
contains evidence of, or itself constitutes an instrumentality of Murder in violation of 17-A
M.R.S. § 201, which are subject to search under M.R.U. Crim, P. 41 & 41B, and should
therefore be seized and searched for the following items:

A. Live and deleted user attribution data including user accounts, e-mail accounts, passwords,
PIN codes, patterns, methods of payment, account names, user names, SCreen names, remote

data storage accounts, documents, files, metadata, log files, user voice profiles and other




Search Wartant Atfidavit

IL

biometric identifiers or any other information and evidence that may demonstrate attribution

to a particular user or users;

Live and delcted historical navigation data tracks, routes, and waypoints, GPS fixes,
favorites, past journeys, trip logs, and user entered data, Latitude, Longitude, and Altitude

coordinates, and related dates and times;

Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fruits, and/or instrumentalities of violations of crime(s) listed;

. Live and deleted contact lists, call logs, text messages and multimedia messages (SMS and

MMS messages), e-mails, chats, video conference communication data, contact
information, installed application information including their content and any other

information which can be used to identify potentially associated persons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other
information necessary to access the digital device or data stored on the digital device such

as hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, databases,
application data, calendar entries, user dictionaries, malware, viruses, tracking or other

remote monitoring software, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, tempotary Internet files,
cookies, searched items, downloaded and uploaded files, social networking websites or

applications; and

Live and deleted data stored on temovable media such as Subscriber Identity Modules (SIM
cards), flash memory storage devices such as Secure Digital (SD) and Micro SD media cards

and any associated wireless devices (Bluetooth, Wi-Fi, or other technology).
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Your affiant or others from my department/agency will review the material received
for evidence relating to Murder in order to extract information that falls under the
search warrant parameteys. The seized material will include information that
demonstrates the identity of the individual producing communications or using the
vehicle, ’

This Court is authorized to issue this warrant pursuant to 15 MLR.S. §§ 55 & 56.

Part I1I: My conclusion that such probable cause exists is based on the following
factual information:
A. Introduction

1. 1, Benjamin Handzel, Detective for the Maine State Police, make this affidavit in
support of an application for a search and seizure warrant under Title 16, Chapter 3,
Subchapters 10 & 11 as well as Rule 41B of the Maine Rules of Unified Criminal
Procedure, I have reason to believe that a particular motor vehicle’s nfotainment
System and related storage media may contain evidence identifying and linking,
victim(s), suspect(s), and possible witness(es) to the crime(s) of Murder in violation of
17-A MRS, § 201.

2. This affidavit is intended to show that there is sufficient probable cause fot the
requested search and seizure wartant and does not set forth all of my knowledge about
this mattor. The statements contained in this affidavit are based upon the following:
my own personal knowledge; knowledge obtained from other individuals during my
participation in this investigation, including other law enforcement officers; interviews
of witnesses; my review of records related to this investigation; communications with.
others who have knowledge of the events and circumstances described herein; and
information gained through my training and experience.

B. Experience

1. I, Benjamin Handzel, am a Detective with the Maine State Police, located in the
County of Cumberland, in the state of Maine. My training and experience includes the
investigation of numerous major criminal cases including, but not limited to, Murder,
Aggravated Assault, Gross Sexual Assault. ] have been a law enforcement officer for 6
years. I have attended several law enforcement-training courses both relative to

criminal investigation in general and cyber-crime in particular. Ihave led numerous
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investigations involving the use of digital media or computer systems in committing
crimes.

I have authored and assisted in the execution of numerous search-and-seizure
warrants during my tenure as a law enforcement officer. Annually, I receive 20 hours
of in-setvice training for law enforcement officers, which includes Maine case law,
and various criminal law updates.

I have authored and assisted in the execution of more than [number] search-and-
seizure watrants during my tenure as a law enforcement officer. I have spoken with
Detective Mattin Royle in the Maine State Police Computer Crimes Unit (CCU) who

has informed me about the ability to retrieve digital evidence from vehicles.

C. Information concerning Motor Vehicle Infotainment Systems

L,

T know from my training and experience and discussions with Detective Royle at the
CCU that a motor vehicle is no longer just limited to transportation, Many modern
motor vehicles are factory installed with entertainment and communications consoles,
These consoles are commonly called Infotainnient Systems. Infotainment Systems allow
drivers and/or passengers to connect their devices to the digital world, Such systems
can store and/or stream digilal content to and from a variety of devices; it may even
broadcast a wircless signal which would allow passengers to connect to the Wotld Wide
Web (Intetnet).

T also know that many motor vehicle Infotainment Systems allow a user to sync (connect
and integrate communications wirelessly and/or with a cable) mobile devices to a
particular motor vehicle Infotainment System. This connectivity generally allows motor
vehicle ocoupants to perform hands-free operations such as voice calling and texting,
access data streaming stream services such as music, news, weather, maps, navigation,

traffic data, and other web based information and related content.

. Furthermore, I know that Motot Vehicle Infotainment Systems commonly support the

importing of content and other data information from a particular user’s mobile device.
Such data may include content that may provide user attribution to particular user(s) that
may include mobile device identificrs, telephone numbers, user accounts details,
methods of payment, passwords, PIN codes, user voice profiles and other biometric
identifiers, contact lists, call logs, text messages, e-mails, pictures, videos, web history,
telephone numbers, addresses and/or GPS (Global Positioning System) coordinates, and

4
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other historical navigation information,

4. Tknow that Global Positioning System or GPS portable navigation systems associated
with Infotainment Systems use a space-based radio-navigation system which provide
users with accurate information on position, velocity, and time anywhere in the world
and in all weather conditions using a connected network of orbiting satellites. GPS
porable navigation devices can store information in their digital memory about the
locations where the device was for a period of time,

5. Consequently, there is probable cause to believe that the historical GPS data associated
with the Infotainment System will contain recorded evidence of the physical location of
the associated vehicle and/or person(s) whenever the vehicle and/or person was moving
ot stationary. Information and evidence of the associated vehicle and/or person(s) travels
should contribute to identifying the locations fiom which the vehicle and/or person
depatted, the locations where the associated vehicle and/or person(s) traveled to and the
time the associated vehicle and/or person(s) remained at different coordinates.

6. Tknow that even after a previously connected mobile device is removed, much historical
live and deleted data may remain within the digital storage capabilities of the
Infotainment System,

7. 1 know that these Infotainiment Systems and associated connected or previously
connected mobile devices can be used to delete, create, share, and store files and other
data including navigation history, documents, photographs, videos, electronic mail,
seatch history and other relevant live and deleted user information. I also know that such
devices can be used to communicate and share information with others and that data can
be transferred between various devices — witelessly and by connected cables.

8. 1also know that live and deleted data recovered from Infotainment Systems may show
evidence of current, on-going, future, and past criminal activity. Such information can
be used to identify locations, victims, witnesses, associates and co-conspirators. I also
know that data from these devices can often inctude user attribution data that can
identify the person(s) who sent, received, created, viewed, modified, or otherwise had
control over particular content.

9, Tknow thatitis necessary to search live and deleted data recovered from a digital device,
including Infotainment systems, from when the digital device was first activated to when
a device was seized. This is specifically necessary to establish that a particular device

5
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10,

and any associated applications can be attributed to a particular user. Additionally, this
full range of time may be necessary to identify communications, contacts, calendar
entries, pictures, videos, location information (including chats, texts, emails, web
searches, GPS, navigation, maps, and other data) that may convey communication
between parties and identify suspects, co-conspirators, associates, witnesses and other
individuals who may have involvement or knowledge of crimes and to establish pre-
planning, execution, and post event information of criminal activity, Without this
information, it may not be possible to authenticate and understand events of a particular
day and time in proper context and to attribute particular user or users of a device and
their associated applications in proper context.

I also know that if these items are not seized and isolated from network connectivity in
a timely manner, evidence may be destroyed, transferred, encrypted, modified, or
otherwise lost forever, I know that data recovered from an Infotainment System could
be used to refute or corroborate data tecovered from other mobile devices or obtained

frotn service providers.

D. Specific probable cause

1.

I am a Detective assigned to the Maine State Police. T have reason to believe that a
particular motor vehicle’s Infotainment System and related storage media may contain
evidence identifying and linking, victim(s), suspect(s), and possible witness(es) to the
crime(s) of Murder in violation of 17-A M.R.S. § 201.

I have done the following to determine that the vehicle operated from (07/25/2023-
10/25/2023 by Robert Card is equipped with an infotainment system which in installed
within the center console/dashboard. On 10/25/2023 Berla Corporation informed Det.
Martin Royle the Subaru Outback that is registered to Robert Card that was seized as a
part of this investigation is equipped with an infotainment center. These systems are
designed 1o store a vast amount of data which includes recent destinations, favorite
locations, call logs, contact lists, SMS messages, emails, pictures, videos, social media
feeds, and the navigation history of everywhere the vehicle has traveled. These
systems may also record events such as the activation and de-activation of the vehicle's
headlights, the opening and closing of doors at a specific location, and the lacation of
the vehicle at the time Bluetooth devices are connected. This data will be acquired to
assist law enforcement during their investigation, [See earlier section for more details]

6
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3&

On October 25, 2023, at 06:56 P.M., The Lewiston Auburn Communication Center
reccived a report of 4 male shooting a firearm inside Just-In-Time Recreation (also
known as Sparetime Recreation) located at 24 Mollison Way in Lewiston. The Aubarn
Communication Center subsequently received numerous 911 calls teporting multiple
victiras at this location.

Al 07;08 P.M., the Lewiston Auburn Communication Center received multiple reports
of an active shooter inside of Schemengees Bar and Grille located at 551 Lincola
Sircet in Lewiston,

At 08:48 P.M., Androscoggin Sherilf’s Office (ASO) Detective Maurice Drouin
obtained video surveillance footage from Schemengees Bar and Grille. The video
showed a white male, armed with a rifle, exit a white passenger vehicle and make
entry into the establishment. A screenshot of the white passenger vehicle was
distributed to investigating law enforcement personnel,

At 09:13 P.M., Maine State Police (MSP) Detective Victoria Lane made entry into
Just-In-Time Recreation. She observed seven (7) deceased individuals inside the
establishment with one (1) being a female and the rest males. The victims sustained
apparent gunshot wounds. Detective Lane observed numersus rifle cartridges on the

ground throughout the premises.

At 09:16. P, M., Lewiston Police Department Chief David St, Pierre recetved a phone

catt from N T < ¢t = widoly circulated
photograph of the shooter was her brother, Robert Card (DOB: (4-04-1983).

At 09:47 P.M. Detective Lane made eniry into Schemengees Bar and Grille. She.
observed seven (7) deceased males inside and one (1) additional deceased male was
located outside, ‘The victims each sustained apparent gunshot wounds, Detective Lanc:
observed nunerous rifle cartridges on the ground throughout the premises.

At 09:56 P.M., Lisbon Police Department persounel located a white Subaru at the

Pejepscot boat launch.

. AL 09:57 P.M., MSP Detective Conner Walton conducted a reverse vohicle registration

search on Robert Card, The Bureau of Motot Vehicles (BMV) return indicated that &
white 2013 Subara Outback bearing Maine registration 9246PD was assigned ta
Robert Card,
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.

12.

13

AL 10:01 P M., Lisbon Police Department personnel confirmed that the Subaru at the
Pejepscot boat launch was Robert Card’s vehicle.

At 10:03 P.M., MSP Detective Herbert Leighton and Det. Justin Huntley interviewed
I\-ﬂ-t Lewiston Police Department. N.‘-aid that Robert has been
delusional since February 2023 afler a bad break-up with a woman, N-:xplained
that since the break-up, Roberl has had significant weight loss, has been hospitalized
for meirtal health issues and stopped taking prescribed medication. ‘I\-;aid Robert
had a strong interest in firearms and owned a lot of them, to include rifles and
handguns. She said Robert believed there was a conspiracy involving people accusing
him as a pedophile. Robext believed certain businesses were spreading this rumor
anline. I\-said that Just-In-Time Recreation, Schemengees Bar and Grille,
Gowell’s Market in Litchfield, and Mixers Nightchub in Sabattus were the businesses
Robert befieved were spreading online rumors of him being a pedophile. According to
NEEEE Robert also believed that some of his family members were involved in the
gonspiracy.

AU11:30 P.M,, MSP Sergeant Jesse Duda spoke with Robert’s brother, g ]
—R-‘:old Sergeant Duda that Robert was in a relationship with a
woman named *J .Z-Wer the past few months, before J-endcd the
relationship. RIJaid that Robert met J-at a cornhole competition at Schemengees
Bar and Grille, R.aid that ever since the relationship énded, Robert started
wearing hearing aids and had been saying crazy things.

14. At 11:45 P.M., | watched a portion of the video footage from Schemengees Bar and

15.

Grille. The footage depicied a male walking through the bar and shooting at the
patrons. The male in the foolage was similar in appearance to the BMV photograph of
Robert Card,

On October 26, 2023 at 01:15 A.M.,, Lisbon Police Departragnt persontel told
Lewiston Police Sergeant David Levesque, who told investigative personnel, that they

observed a fong rifle in the Subaru that was located at the Pejepscot bost launch .

16. The Subatu that was located at the Pejepscot boat launch was seized and transported to

a secure location. Al 02:29 A.M. Detective Lane spoke with MSP Ttooper Juson Wing
who cscorted the Subary from the Pejepscot boat launch to the seoute logation.

Trooper Wing said he observed, in plain view in the passenger area of the vehicle,
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paperwork containing Robert Card’s name. Trooper Wing confirmed that the
vehicle’s BMV registration was assigned to Robert Card.
17. T know based on my training and experience the data from the infotainment center may

provide locations that Robert Card may frequent or people he may communicate with.

18. This affidavit was reviewed by AAG Lisa Bogue. AAG Bogue has been a prosecutor

for over 20 years and has reviewed hundreds of search wairants,

Part IV:

1. As the investigation into the homicides at Just-In-Time Recreation and Schemengees Bar
and Grille began to unfold, investigators quickly came to belicve that Robert Card was the
assailant. Video footage depicting one of the shooting scenes showed an individual
resembling Robert committing the shooting. A vehicle that was later determined to be
Robert’s vehicle, that matched a description of the suspect’s vehicle, was later found
abandoned at a nearby boat launch. Furthermore, Robert’s own sistet, after seeing a
photograph of the shooter, called the police and said the shooter was Robert.

2. On 10/25/2023, Det. Martin Royle from the Maine State Police Computer Crimes Unit
was informed by Berla Corporation that Robert Card’s vehicle was equipped with an
infotainment center.

3. Based on my training and experience, I know the infotainment center may provide
location information of the vehicle at the time of the shootings as well as the location of
the vehicle in the days and weeks leading up to the shooting.

4, Based on my training and experience, I know the infotainment center may provide
contacts of people that Robert Card communicates with.

Based upon my experience, education, and training and the facts made known to me during
the course of this investigation, your affiant believes that evidence of the offense(s) Murder
may be found on the infotainment center of Robert Card’s vehicle.

A. Based on the information regarding Vehicle Infotainment Systems, the vehicle, a2013
White Subara Outback was involved at the time of the ctime and the infotainment would
retain information of communications while paired to the phone ot of any locations driven

to in the vehicle.
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1.

Part V:

Logs of communications of Robert Card, phone and text message logs; interactions
through posts; location history; friend lists; and other information or data tending to
show Robert Cards communications and his pattern of life.
Content including location history, messages, and media files; and metadata including
IP information and machine cookies; and other information or data tending to show the
location of Robert Card on at the time of the shootings and the days and weeks leading
up to the shootings. Location information can show pattern of life for the period
requested to provide inculpatory or exculpatory information. Al this time, Card’s
location is unknown and this information may show locations he had been frequenting
Public or private communications that discuss the crime of Murder, or the motive or
reasons for the crime of Murdet.
Media files or other data and information tending to depict the physical appearance of
Robett Card around the time of the crime or that show him owning or wearing items of
clothing at any time that match the appearance of the outfit described by
witness/shown on security footage/eto. at time of crime.
Subsctiber and other identifying information, device information and IP logs, and
activity logs. The same subscriber information is necessary to provide evidence to
make other material admissible at trial.
Subscriber information, friend lists, billing information; and communication logs that
reveal further avenues for investigation, for example by revealing regular between
Robert Card and a previously unknown person around the time of the crime, or by
showing evidence of another account through a separate online service provider, such
as a an Apple ID that would reveal the existence of an Apple account, which itself may
contain evidence relevant to this investigation.
Any and all data stored in the infotainment or telematics system of a white colored
2013 Subaru Outback, bearing VIN # 4S4BRDLC8D2257621 and ME Registration
9246PD. The vehicle is currently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine.
I undesstand that the infotainment system will be removed within the 14 days but that
the forensic analysis will take mote time, 1 will make a return within the 14 days
indicating that the system has been seized and turned over for forensic analysis.
SPECIAL REQUESTS
10
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A. WAIVER AND PRECLUDING NOTICE

1,

[ X] Waiver of Netice to Owner or User of Electronic Device. Based on the facts
set forth in the affidavit, and pursuant to M.R.U, Crim. P. 41B(c) & (d) and 16 M.R.S.
§§ 643(2) & 649(2), it is hereby tequested that the court order that the notification
ordinarily required under 16 MLR.S. §§ 643 & 649 is waived, based on the
determination that such disclosure would have an adverse result, meaning (1)
immediate danger of death or serious physical injury, (2) flight from prosecution, (3)
destruction of or tampering with evidence, (4) intimidation of a potential witness, (5)

seriously jeopardizing an investigation, or (6) undue delay of a trial.

B. Use of Civilians

1. 1 also understand that in order to successfully complete a forensic extraction from an

Infotainment System it may be necessary to repair the device, replace the screen, replace
the chassis, reconnect wires, or replace a battery. I also understand that it may be
necessary to employ advanced forensic processes to bypass locked display screens and
other data access restrictions. Advanced processes may include potentially destructive
and destructive processes such as gaining root and/or Super user level access, ITAG,
ISP-JTAG and chip-off.

2. T respectfully request that the warrant authorize that the executing law enforcement

officer(s) may enlist the aid of a law enforcement computer forensic laboratory and/or
certified digital evidence examiner(s) to include the New York State Police in the
searching, viewing, photographing, tecording, copying, forensic imagining, and
analysis of any and all of the information described including the assistance of civilian

employees of such law enforcement agencies.

WHEREFORE, I pray that a warrant may issue authorizing a seaxch of the

Property/Premises described above in Part I for the Property/Evidence described above in

Part II, and that if such Property/Evidence be found that it shall be seized.

[ hereby swear under pains and penalties of perjury that the facts set forth in this affidavit

are true and correct to the best of my knowledge, information and belief.

1




Search Warrant Affidavit

Detect e‘Benj'amin Handzel
Maine State Police

Dated: f OA’?/Z()Z%
[

Appeared before me under oath on this date the above-named Benjamin Handzel and

signed and swore to the truth of the facts contained in the foregoing instrument.

Dated:  10/27/2023 P ]\) %
District Wt Judge ’

12
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STATE OF MAINE UNIFIED CRIMINAL West Bath
DOCKET
SAGADAHOC, ss. LOCATION:
DOCKET NO.
IN RE: SEARCH WARRANT FOR )
ACCOUNT INFORMATION OF ) INVENTORY
207-837-3761 THAT IS ) [M.R.U. Crim. P. 41(g) & 41B]
STORED AT PREMISES )
CONTROLLED BY AT&T )

The following material(s) were seized pursuant to the search warrant above captioned

above:

[List the types of records that were received from AT&T.]

VERIFICATION

The [AGENCY] seized records from AT&T regarding the account(s), [put in the
accounts] pursuant to a search warrant signed by [Judge X] on [date] with the material
being provided on [date] by AT&T regarding an investigation into Murder in violation of
17-A M.R.S. § 201

Date:

NAME

Personally appeared the above named, NAME, and made oath to the truth of the

foregoing inventory.

Date:

Clerk/Notary Public
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STATE OF MAINE _ UNIFIED CRIMINAL COURT
SAGADAHOC, ss. LOCATION: West Bath
DOCKET NO.

IN RE: SEARCH WARRANT FOR )

ACCOUNT INFORMATION OF )

207-837-3761 THAT IS ) SEARCH WARRANT
STORED AT PREMISES ) [M.R.U. Crim. P. 41 & 41B]
CONTROLLED BY AT&T )

SEARCH WARRANT

To: Any officer authorized by law to execute this Search Watrant;

Affidavit having been made before me by Blake K. Conrad of the Maine State Police ;
and as 1 am satisfied that there is probable cause to believe that grounds for the issuance
of a search warrant exist; you are hereby commanded to search the premises specified in
Part T below for the evidence/property specified in Part II below, and, if the specified
evidence/propetty is found, then to seize such property and prepare a written inventory of

the property seized.
Part I: Property/Premises to be searched:

The records associated with cell phone number(s) 207-837-3761, that are stored at
premises owned, maintained, controlled, or operated by AT&T a wireless provider

headquartered at:

AT&T

ATTN: Global Legal Demands Center

11760 US Hwy 1, Suite 600, North Palm Beach, FL 33408
By email at: glde@att.com

Part IL: There is certain property/evidence, namely:

A. The following information from AT&T records relating to 207-837-3761:
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1. The following records from the creation of the account to the time acted
upon by AT&T:

a. All business records and subscriber information, from the creation of the
account, in any form kept, pertaining to the individual accounts and/or
identifiers described above, including subscribers’ full name(s), addresses,
shipping addresses, date account was opened, length of service, the types
of service utilized, the unique identifier(s) for any wireless devices
associated with the account, date of birth, telephone numbers, means and
source of payment for service, and any other identifiers associated with the
account;

b. All communication records from the creation of the account between
AT&T and the subscriber regarding the account to include but not limited
to customer service interaction(s);

2. And for the date range 07/25/2023-10/26/2023, the following information:

a. All voice mail, text, bytes up/down and multimedia messages, including
message content and location information metadata, stored and presently
contained in, or on behalf of the account or identifier;

b. All transactional information of all activity of the telephones and/or
voicemail accounts described above, including location information, log
files, messaging logs, local and long distance telephone connection
records, records of session times and durations, dates and times of
connecting, methods of connecting, telephone numbers associated with
outgoing and incoming calls, IP addresses used or connected to, voice
over internet protocol (VoIP), time on tower report, cell sites used, and/or
locations;

c. All text messaging logs, including date and time of messages, and
{dentification numbers associated with the wireless device sending and
receiving the message; and

d. All location information and data about which “cell sites” (i.e., antenna
towers covering specific geographic areas) and “sectors” (i.., faces of the

towers), including per call measurement data (PCMD) and/or Timing
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Advance reports, received a radio signal from each cellular telephone or
wireless device(s) assigned to the account.
3. .

B. It is understood that AT&T will not receive the search warrant affidavit but will
respond with the categorical material in their files for that time petiod. The
affiant will go through the information provided or seized, with the assistance of
other officets or trained civilians in order to extract information that falls under
the search warrant parameters. The seized material will include account
information that demonstrates the identity of the individual using the account at
the time of any communications, location information, or having access to the

account.

The Court has authority to issue this warrant under 16 M.R.S. 8§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and M.R.U. Crim. P. 41 & 41B.

Part II1: SPECIAL PROVISIONS
A. Pursuant to 15 M.R.S. § 56, AT&T 1S REQUIRED TO PROVIDE RESULTS
WITHIN 14 DAYS. If it cannot make that timeline, it shall provide written

notice with “good cause” to Detective Martin Royle at
Martin.G.Royle@maine.gov within 10 days, so the Court can be notified and
determine if “good cause” has been provided to extend the time for the
response.

B. AT&T shall disclose all responsive data, if any, by sending it to Martin Royle at
Martin.G.Royle@maine.gov.

C. Civilian employees of AT&T are authorized to assist in this search warrant. It is
further authorized that the material provided may be examined by a trained
forensic examiner or investigator from the Maine State Police Computer Crimes
Unit or any other State or federal law enforcement agency.

D. Pursuant to 15 M.R.S. § 56, AT&T shall verify the authenticity of records that it
ptoduces by providing an affidavit that complies with the requirements set forth in

~ the Maine Rules of Evidence, Rule 902(11) & (12).

E. NOTICE
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[X] Waiver of Notice to Owner or User of Electronic Device. Based on the facts set forth
in the affidavit, and pursuant to M.R,U. Crim. P. 41B(c) & (d) and 16 MLR.S. § 643(2) &
§649(2), it is hereby ORDERED that the notification by the officer ordinarily required
under 16 MLR.S. § 643 & §649 is waived, based on the determination that such disclosure

would have an adverse result, for the reasons marked below:

(1) immediate danger of death or serious physical injury,
X (2) flight from prosecution,
X (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or
____(6) undue delay of a trial.
F. DAYTIME WARRANT ONLY
This warrant shall be executed between the hours of 7:00 AM. and 9:00 P.M,,
and shall be returned, together with a written inventory, within 14 days of the issuance

hereof, to the Maine Unified Criminal Court located in West Bath, Maine.

Issued this o7th,_day of __ October 2023, at _2:56 AM./
PM. AtHallowell, Maine. ﬁ—/
strict Court Judge

Tammy Ham-Thompson
Printed Name
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STATE OF MAINE UNIFLED CRIMINAL COURT
SAGADAHOC, ss, LOCATION: West Bath
DOCKIET NO,

IN RE: SEARCH WARRANT FOR
ACCOUNT INFORMATION OF
207-837-376 1 THAT IS

STORED AT PREMISES
CONTROLLED BY AT&T

AFFIDAVITAND REQUEST
FOR SEARCH WARRANT
[M.R.U, Crim. P. 41 & 41B]

St e Nt et N

AFFIDAVIT OF BLAKE K. CONRAD OF THE
MAINE STATE POLICE IN SUPPORT OF
AN APPLICATION FOR A SEARCH WARRANT

I, Blake K, Conrad, a duly sworn law enforcement officer for the Maine State Police
hereby state under oath and upon penalties and pains of perjury that there is
probable cause to believe that:

PartI: Located on or about the property/premises described below, namely:

The records associated with ccll phone number(s) 207-837-3761, that arc stored at
premises owned, maintained, controlled, or operated by AT&T a wireless provider
headquartered at:

AT&T

ATTN: Global Legal Demands Center
11760 US Hwy 1, Suite 600, North Palm Beach, FL. 33408

By email at: glde@att.com

Part ]I: There is certain property/evidence, namely:
Based upon the foregoing, 1 respectfully submit that there is probable cause to believe
the records listed above cither containg cvidence of, or itself constitutes an

instrumentality of the offense(s) of Murder in violation of 17-AM.R.S. § 201, which
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MURLE Crim. L) & 4R, and should therelore he seized

are subject to search under
jded from the AT& T records

ane seaeched Tor the tollowing information to he prov
relating to 207-837-3761
&1 records relating 1o 207-837-3761. which

A The following information from AT
es of the offense(s) of Murder in violation ol

constitute evidence o instrumentaliti
17-A MRS, § 201,

1. The following records from the creation of the account to the time acted

upon by AT&T:
a. All business records and subscriber information,
g to the individual accounts and/or

from the creation of the

account. in any form kept, pertainin

identifiers described above, including subscribers full name(s), addresscs,

shipping addresses, date account was opened, length of service, the types

of service utilized, the unique jdentifier(s) for any wircless devices

associated with the account, date of birth, telephone numbers, means and

source of payment for service, and any other identificrs associated with the
account,

b, All communication records from the creation of the account between

AT&T and the subscriber regarding the account to include but not Himited

10 customer service interaction(s);
9 And for the date range 07/25/2023-10/26/2023, the following information:

o

a. All voice mail, text, bytes up/down and multimedia messages, including
message content and location information metadata, stored and presently
contained in, or on behalf of the account or identifier;

b. Al transactional information of all activity of the telephones and/or
voicemail accounts described above, including location information, log
files, messaging logs, local and long distance telephone connection
records, records of session times and durations, dates and times of
connecting, methods of conneeting, telephone numbers associated with
outgoing und incoming calls, [P addresses used or conneeted to, voice
over internet protocol (Vol?), time on lower report, cell sites used, and/or

locations;

2
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¢, Al text messaging logs, including date and tme of messages, and
tdentilication numbers associated with the wireless device sending and
peceiving the message: and

4. Al Tocation information and data about which “cell sites™ (i.e., antenna
towers covering specific geographic areas) and “sectors™ (ie.. faces of the
towers). ineluding per call measurement data (PCMI) and/or Timing
Advance reports, received a radio signal from each cellular telephone or
wireless device(s) assigned to the account,

3.

B. [ is understood that AT&T will not receive the search warrant alfidavit but will
respond with the categorical material in their files for that time period. | will go
through the information provided ov soized. with the assistance of other officers or
trained civilians in order to extract information that falls under the search warrant
parameters, The seized material will include account information that
demonstrates the identity of the individual using the account at the time of any

communications, location information, or having access to the account.

The Court has authority lo issue this warrant under 16 M.R.S. §§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and MR, Crim, P. 41 & 41B.

Part [II; My conclusion that such probable cause exists is bused on the following
factual information:
A. Introduction
4. 1. Blake K. Conrad, Detective with the Maine State Police, make this affidavit

in support of an application for a search and seizure warrant. This alfidavit is
made in support of an application for a search warrant under Title 16, Chapter
3. Subchapters 10 & 11 as well as Rule 41B of the Maine Rules of Unified
Criminal Procedure. Your affiant seeks a search warrant which would require
AT&T. (o disclose o the government records and other information fn it
possession pertaining Lo the subseriber or customer associnted with the
account(s), including the location and contents of communications.

o

S ‘This affidavit is inlended 1o show that there is sufficient probable cause for the

requested search and seizure warrant and does not set forth all of my
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hnowledge about this matier, The staterments contained in this affidavit are

based npon the following: wy vwn personal knowledye: knowludge obtained

(rom other individuals during my participation i this investigation, including

other law enforcement officers: witnesses intervicwed; my review ol records
velated to this investigation; communications with others who have knowledge
of the events andl circutmstances described hereing and information gained
through my training and experienee.

B, Experience
1. 1 ama Detective with the Maine State Police and have been so employed since
2012, | completed the 64™ Maine State Police Recruit Training Troop on
April 15,2013, Your Affiant has also investigated numerous criminal cases
involving homicide, robberies, thefls, drug trafficking and assaults, daring
your afliant’s career as a taw enforcement officet. Your affiant’s involvement
has included the preparation and execution of search warrants and arvest
wartants, the interrogalion ol suspeets and witnesses, and the arrest of persons
charged with the above listed crimes. | have personal knowledge of the facts
and circumstances hereinafier related as a result of an investigation |
responded 1o on 10/25/2023.

2. [ have altended several law enforcement-training coutses both relative to
criminal investigation in general and digital media. 1 have led numerous
investigations involving the use of digital media or computer systems in
commitling crimes.

A [ have authored and assisted in the exeeution of more than 40 scarch-and-

seizure warrants during my tenure as a law enforcement 0 {Ticer. Tattended a

onc-day seminar on drafling effective search warrant affidavits sponsored by
the Maine Office of the Attorney General. 1also aticnded a four-hour seminar
specifically on writing scarch warranls for digital evidence put on by the
Allorney General’s Office.
6. Information Regarding the Provider AT&T
i 1know that AT&T s headquartcred at 11760 US Hwy 1, Suite

600, North Patm Beach, F1. 33408. [ know, that as part of its

<
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business practice, AT&T collects, maintains, andd archives
network user defivity that can be aceessed from its
headquarters, This information can include text messages, call
detalls. cell site Jocation information. and data usage.
Providers ol cellular service (Providers), ncluding ATET,
ypically retain certain transactional information about the
activation and use of cach account on their systems. This
information can include location information including but not
limited (o the date on which the towers were aceessed, the
length of service, records of log-in (i.c., session) times and
durations. the types of service utilized, the status of the account
(inchuding whether the account is inactive or closed), and other
log files that reflect usage of the account.

Providers of cellular service retain subscriber information
pertaining to the individual accounts and/or identifiers
deseribed above, which includes subscribers® full names,
addresses. shipping addresses, date the account was opened,
length of service, the lypes of service utilized, the unique
identifier(s) for the wireless device associated with the account,
telephone numbers, means and source of payment for service,
and any other identifiers associated with the account,

In some cases, cellular service users will communicate directly
with a Provider about issucs relating to the account, such as
technical problems, billing inquiries, or complaints from other
users, Providers typically retain records abowt such
communications, including records of contacts between the
user and the Provider’s support services, as well as records of
any actions taken by the provider or user as a result of the
communications.

} know through education, training and experience that AT&T

stores data for it services, including subscription information,
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vi,

transactional information and content o SCEVers which are

aceessible to the Custodian of the Records who will prov;dc the

information when served with a proper seareh s arrant via

email at gldeidatteom. This uformation is stored on the
servers al AT&T headquarters located at 11760 US Hwy 1,
Suite 600, North Palm Beach, Fl. 33408,

| am aveare that on June 8, 2017, the Maine legistature passed
16 MLR.S. § 56 which provides the procedure for the propey
service of scarch warrants to an electronic communication
service provider or remote computing service provider even if
they reside out of state. The provider is required to provide
results within 14 days, [Fthe provider cannot make that
limeline. it is to provide notice 10 this officer, so 1 can notify
the court and provide “good cause” to extend the time for the
respanse.

| am requesting that AT&T provide subscriber information
from the activation of the accounts in order to identify the
owner and user of the accounts, Lo identify any exculpatory
information if the AT&T account was used by another
individual, and to allow admission of the records, |am
requesting that AT&1 provide transactional records and
content from 07/25/2023-10/26/2023 in order to identity the IP
addresses used when a user logged into the accounts. Twill go
through the information provided or seized, with the assistance
of others in my ageney Federal Bureau of [nvestigation. Bureau
of Alcohol, Tobacco, Firearms and lixplosives, as well as the
Maine State Police Computer Crimes Unit, and search for the
material applicable to this investigation.

Therefore, the computers of AT&T are likely to contain all the
material just deseribed, including stored clectronic

communications and information concerning subscribers and

6
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their use of A T&T fowers, stich as accotnt deeess informatian,

transaction mformation, and communication idormalion.

¢, Specific Probable Cause

Based on my knowledge ind experience and on information received from other

individoals and otier law cnforcement officers as set forth below, Hhave learned

the following:

et

A,

({8

On 03522023 at 1856 hours, Aubuen Communication Center received a {iest
repert of 1 male shoating inside Just Tn Time Reereation (tdso koo as
Sparctiine Reereution) located at 2.4 Mollison Way in Lewiston, The Aubum
Communieation Center subsequently reeeived numerous Y11 ealls vepating
multiple vietims at this location.

At 1908 hours. Aubom Communication Center reevived multiple reparty ot an
setive shooter inside Schemengee's Billards located at 551 Lincoln Street In

L owviston,

AL 2048 hours. Androscoggin Shertfl™s Office Detective Maarice Droui
obtained videu surveillance footage from Sehemengee's. The video shuwed a
white male exita white passenger vehicle urmed with an assault rifle and
make entry into the establishiment. A sereenshot of the white passenger
vehicle was distetbuted (o investigating ki enforcement ;wrsomwf.

AL2TE howrs, | made entry into Sparetime Reereation. | abnerved seven

(7) deceased individuals inside the estahlishmend witls one (1Y being a
female and the rest males. The vietims had sustained apparend gunshat
wounds, 1 ohserved numerous rifle catividpes on the ground throughewt the
premises. At 2120 hours, Lewiston Police Dupartient Chiel David St Pierre
reeeived o phone el from N-l—smting the make in
the distributed suspeet phatograph was ber brother, Rubert Card,

AL 2147 hours T made entey into Schemengee's, L observed seven (7) deevased
anatlos inside and one () fadditional decdiised male was Focaled oatside, The
victims cach sustained apparent gimshot wounds, Tobserved numerous rifle

sneidges an the geound throughout the premises.

AL 2156 liours. Lishon Police Depariment advised officers located o Suburu at

LAy
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the Peepseat hoit Joch

T AT 1E7 hours, Matie Stale Palice Detechive Connet Wallon Laitduedest it

fesere Vehigle repistzaton sarch on Robett, The DMV et aicated @
white 213 Subine Ouiback bearing M PC 024600 i regivtersd 10 Roburt
(’ylf\l;

S A1 2201 fours, Lishon Police Departiment confirined tie Subarit in the

Pojepseot boat fauneh wis the suspeet's vehiele
9. Atapprosimately 312 hours, | spube wills St b Yueek uithe

Bemswick Police Departiment. Sgt. Yarek jntaend me thit Robett's

brodhwr, 3- (.’— ad eabled Tin eardicr his oy eting
o St Vurek s they served in the wilitaey topether,
Phiough the com ersation | e ntioned that Roben would possibly
iy to go to hupssell o targe his en-wilv (. l—m‘
his ex-giriiviend I-L-

10, As 2203 hours, Maine State Police Detective Justin Huntley interviewed

\-5 l-m Lewiston Police Department. Ms, HE old Det. Tuntley

that Robert s been delustonal since February 2023 after a had hreak-up

!\-:xplz;inv:d (0 Det. Huntley that sinee the break-up, Robedl frars had

ght foss, has been hospitalized Jor mental health issues
atjon that he stopped taking. NI l-(icsscrihcd Robert
a ot of them to inchide assndt

signilicant wed
prescribed medic
as belig vory interested in fircarms angd ovened

viltes and handgans, NGB |0 that Robers befivved there was

conspiracy against him and people were aeeusing him of heing a pedophile.

Ruben belicved busitiesses were hroadeasting online that Robert wasa
pedophile. SO I (o) Dot HTuntley that thefollowing businusses:

Sparstime Reereation: Sehenwnged's: GowellPs Marketin {atehfictd: and,

NMivers Nightehib in Sabattus were the husinesses that were brosdeasting that

Robert was i pedophile. Robert also believed that his fimily was ivvabuad in

the sonspiracy. NIl ovided the phone nunber that Rebert would
communicate oo heron as 207-837-3761, NI oo number s




e A S P e AR N L B O St e

Quaech Warrant Aidavit

F1AUI330 oy, Maine Mate Poliee Serpeat fesst Duda=pohe with Jetltd

prother: I (,-}--(-lnid St Dudathat fobeer had byon i o
relationship with a person nanted | .hc past e months butote |
t.sml«:d fhe relationstip. l-c'-.smh:xl that Rabwrf et .l-(‘.al i
cornhite compatition at Schemengpeds, l\‘. '.exid-!hm ever staee

I3

relatjonship ended Robert darted wearing hearing aids anid had been saying

crazy-things.

17, AL7345 hours. [ watehed a portion ofthe vided footage from Sehemengee's. |
absen ed the male walk through the barwhile sccking outand shaoting at
patrops. 1he malg in the [aotage was simiko in appearnes 10 the DMV
photogriph-ol Robert

£y, U October 26, 2023 0115 hours, Lisbon Palice Pepartment officers takld
St Duvid Levesque of 1ewiston Poliee Departiment whao then told your
alTiant it they observeda long rifle in the Subiru that was loguted at the
Pejepscut hoat launeh,

137 Hie Subany Ut was Tocated at the Pejepscot boat launeliwas sized and
fransported lo @ secured Joeation, AL 0229 howrs, Det. Knight spoke wilh
[ pousper Jason Wing who was escorting e Subaru Lrom the Peivpaent [
Tagmeh o u seeure location. Trooper Wing b il tiag Tocated i plain view
i the passenger argival the yvehicle wis papers ork cotaininge Robert's mune.
Froopey Wing contrmud the sehivle's DMV registration retarned 1o Robert

Card.

15. AL 0257 howrs Det, Cpl. Bond conducted un interview with "l-XI-
[ IR located u-n thetowtr ol
—l-in!brmcd Bet. Cpl. Bond that he was best riends

W i}h'!.(— wha is the brother of Bobert Card. T-

stted thint he kows Roburt has multipte vi Mes.one ufwhich e believes has

a thermal oplic mounted an 'ujl- intormed Det, Cpl. Bond thar Robert
only has one vihicke which isa \’ub:mt.‘!’-mlml that Rubert has a red
aich white.onfo(t rond. Vamaha diet bike which shotthd be stored fnibe
e or inan outside storage arca o Rubuert’s residence in Bawaloin,

o that Roburtalso hasa g jut-ski which should beat his

9
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rostdencs iy B dem

P, AL 0237 hours. | nterviewed l-. ?lg—m the o ol
— R-]nl'mmcd e tit e Tad been ying to cull Rubert

aiter e shonting's aeeuried andd hisophene 8 onld ring four imes orgo

Prghi fo voweniuh R iedd colling Robert i iy prosence snd showed
me the aumber fe i commanicated with Robeit. the phone pumber being,
1p7-837-3701 R-wcrihcd fo e that Robert wars a 20-yuur veteran ol
the Avmy and had been having mental health issues due to him having
ficaring issies and pussibly being 8 sehizophrenic. (0 ried (o belp

Robert for several months now as Robert's mental health was dectining

Robert claimed to hear peophe calling him a pedophite which reatly ppset

i,
i7. R-mculionud that he would go to Schemengees Bar and Spareting

Recreation bawling alley  with Robueel. O some ovcasions while playing.

com hole or bty wround other patrons, Roben would tell bt peeple

At the bav or also playing cornbale were calling him a pedophile. R. did

et idur thise statements l' (ol me (hat Rabert meta woman named

J.(.\hcrc and started dating her and she hd two dinughters us well,

Rabert would fuke .l-h,mgmer’s there oul to cat, and that is sshore the

pedophile thing in Robert's head canie rom as, Koberl wis ihere with

S v o daugiiers on vgeasions and Tel that people were fooking ot him.

[Sd ot hear these statements. Rubert chrined tha people werv o o

pet him or were calfing him a pedophile. R me that onee Robert got

o hearing aid, he started hearing these dispuraging rematks.
18, Robert mentioned the monager foey Walker ol Sehemenget's as ong of the

peaple who Robert thaught had catled him gay, (SEERricd (o tell Robert

that he doesnt say anything tike tha.
19, 1 learned on [0726/2023 at approximutely B0 hours, that Joseph Warkur

(9717519667 was one of the peaple killed @t Schemengee’s,

20, l'-mld e that he bad teied 1o help his brother as much us he contd,
along with their father I | R obert could nut be
reasoticd with, l.lid pet Robert 1o agree or e chaoge the cude on

{0
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-5 Roberts sonand his phone number |—

Babert s o vty Tovatad iy his garnee for apenod ol i B monthe

apo, hecanse o) N coccms reganding Robert’s el ot grad T
posseasion v several brearms. Rubert had i hey o the gun sabe and bad
aceesy o bis Grearms prior o (he shoatings,

R-mld me that hath e and Robhert kngw people at bath Schemengees
and §paretime Reereation. When | ashad !«-»\huc Robert might g, he
caitd Maine Reeyeling where Robert had worked. R-lntd me Tast April
that Robert had an issue with an cmployee, I{-tswr ‘.\?-md spoken
with the manager at Maine Recveling and they were notaware af Robert

having hod any prablems with a co-worker,

Vided me with Robert's son’s phone number, (-(-

23 _F-lms not had very much contact with Robert in the past monih-ay he

has distanced himsell and nat respondid to his messages, ovTamily going

10 hia residence,

24, O October 26, 2023, Det, Knight dratted  search warrant that seas approved

25

by Judge Tammy Hamm-Thompson, That warant identified the above
deseribed property ﬂ»&‘- West Road, Bowdoin, Maine: Howeter, TLO also
identifics the property as 1017 West Road, Bowdoin, Maine, [he properiy is
the saime; hoswever there ace b different address smumburs for the sime
property, This properly was identilied by Det. Kuight as Robert's current

fesidence,

. AL1320 hours, | was made aware that the residence Js not property marked with a

house or bok muimber. § used TEHO which is an open source oanline database (hat
collects public information. I queried Robert Card (4/4/1983) and learned that the

address listed was 1017 West Road in Bowdoin, Maine.

26, ALI330 hours, | learned that a Ruger SEAR 762/308 rifle was recovered from

Robert’s Subaru that was found abandoned in the Pejepscotboat Tawneh,

27..A1 1544 hours, | appearcd via ZOOM before Judge Tammy am-Thompsoii 1o

apply [or 4 search warrant with the amended addvesy covcrihg .md 1017

West Road in Bowdoin,
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28

29.

30,

o
bR

34.

At 1608 hours. | received the signed search warrant from Judge Fam- Thompson.

Atupproximately 1845 hours. | spoke with Sgt, (hris Cooksen of the Maine State
Police Computer Crimes Unit. Sgt. Cookson told me that during the execution vl
the search warrant at Robert's residence at 1017 West Road in Bowdoin a
Samsung Galaxy $22 Ultra cell phone had been focaled inside, The IME] # on the

cell phone was 358298660809037.

[ also learned that a note was left in the residence providing the pass code to

unloek the eell phone.

_ 1 was aware that through fnvestigator’s working on this case by serving legal

process and searching apen source records that Robert's phone humber was 207-
837-3761. The phone number was registercd o AT&T. Through an exigent
circumstanee subpoena by Muine State Police to AT&T on 102572023,
AT&T provided the IMEL# as 158298660809037, which is the device
investigators located at Rabert's residence during the scarch warrant. Robert was

not located at his residence during the search warrant.

. In my experience, individuals with portable clectronie devices communicate

information about their activities and location in numerous ways (o include,
but not limited to. voice communications such as direct conversations and
voicemail, sharing photographs and writfen communications such as ext
messages.  In addition, I know that users or subscribers of portable clectronie
devices utilize the cellutar network to exchange information over the

internet. Such communication can occur without user input on the device (i.c.
email, regular automatic updates from websites, application data exchanges,
and account update scarches). These communications are ransmitted through
cell sites in the vicinity where the cellphone making the communication was

locuted.

1 am aware that AT&'T keeps and stores records from their towers on servers

located at AT&T headquarters in Florida,

I also know (rom my training, cducation and experience that certain paterns
of behavior can be identified through investigation of the data contained in the
records. Such patterns can be analyzed and compared with information

12
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36,

PART IV,

Rnowt fo fnvestipators to determine a probable sequence ol events while alse
corroborating or impeaching any suspeet’s alibi, Vo identify those patterns,
and any subsequent deviation from said patterns, u responsible data et is
necessary. Based on training and expericnce [ know that sixty to ninety (60-

90) days is a responsible period of data collection.

L am aware that the Uniled States Supreme Court has recognized that a

“sianilicant majority off American adults now own" smarl phones and that cell
phones “are now such a pervasive and insistent part of daily life that the
proverbial visitor from Mars might conclude they were an important feature of
haman anatomy.™ Rifey v, Cadifornia. 573 1.3, 373,385 (2014), The Riley
Court recognized that nearly three-quarters of smart phone users admit being
within five feet of their phone most of the time and that “phones have become
important tools in facilitating coordination and communication among
members of criminal enterprises, and can provide valuable incriminating
information about dangerous criminals.” Rifey at 395,401, Inthe Carpenter
case. the Court recognized that there are 396 million cell phone service '
accounts in the U.S. for a population of 326 million people making it far more
(han probable for an individual to have a cell phone. Carpenter v. .S, 133
§.CL 2206, 2211 (2018). The Courl also recognized that “carrying [a cell
phone] is indispensable to participation in madem society,” and that a phone’s
location “tracks ncarly exactly the movements of its owner,” Carpenter, o

2220, 2218.
This affidavit had been reviewed by Leane Zainea and Suzanne Russell who
have been prosecutors for over 30 years and 25 years respectively and have

reviewed 100s of scarch warrants,

Bascd apon my experience, education, and training and the facts made known to

me during the course of this investigation, there is probuable eause to belicve, and |

do helieve that evidenee of the crime(s) of Murder in violation of 17-A MUR.S, § 201
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will be foeated in the vecords associated with cell phone nunther(s) 207-837-3761

w hich may be found on AT& TS servers,
a. Phrough my training, education and expuerience. Robert bits 4 Samstung
Galaxy cell phone bearing the IMEL nuniber 358298660800037 with an
AT&T phone number o 207-837-376 [
b, On a search warrant at Robert's residence the Samsung Galaxy cull phone
was recovered also bearing the IMEL number 358298660809037.

¢. Through the investigation. investigators have learned that Robert used that

phone number and ¢ell phone device to communicate with others up until
10726/ 2023 . The AT& T records will reasonably contain information
related to his communications with others before the murders and the
records will contain location information that will enable investigators to
wack bis movements belore, during and afier the murders, The records
will help investigators determing who he may have communicated with
prior to and after the murders and will likely yicld information about his
atate of mind. The records may also help investigators identify any other
potential witnesses to his whereabouts before and after the murders as well
as any information as to planning, motive and other information that will
assist {he investigators are contained on AT&T servers.
Y. SPECIAL REQUESTS
a, WAIVER AND PRECLUDING NOTICE
i, Your affiant is requesting that this court make a finding of an
ADVERSL RESULT under 16 MJR.S. §§ 643 and 649 for the
following reasons. [AL this time, the subjeet has not been informed
of this investigation. 1f the subject is notilied of this investigation,
the individual can delete material that is stored remotely on other
social media sites or remole computing services as well as any
remaining digital material that exists loce Iy resulting in the
destruction or tampering with evidenee and/or potentiatly
jcopardizing the investi gation.] In addition, the information

received from AT&T could result in new vestipative leads and

14
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witnesses that could be jeopardized if the defayed ) Aceordingly. 1
am requesting that the Court order that notice of reeeipt ol the
material be waived for your affant,

I, | N] Waiver of Notice to Owner or User of Electronie
Device. Bascd on the fuets set forth in the affidavit, and
pursuant o M.R UL Crim. P, 4113(0) & (d) andd 16 MRS,
$§ 643(2) & 649(2). it is hereby requested that the court
order that the notification ordinarily required under 16
MRS, §§ 643 & 649 is waived, based on the determination
that such disclosure would have an adverse result. meaning
(1) immediate danger of death or serious physical injury.
(2) flight from prosecution. (3) destruction of of tampering
with evidenee, (4) intimidation of a potential withesses. (3)
seriously jeopardizing an investigation, or (6) undue delay
of a trial,

b. Service and Requivements on AT&T

i, Response times | am aware that on June 8, 2017, the Maine
legistature passed 16 M.R.S. § 56 provides he procedure for
service of a search warrant on an clecironic communication service
provider or remote computing service provider located out ol stale,
The provider is required to provide results within 14 days of
service. If the provider cannot comply with that timeline. it must
provide notice (o me so [ can notify the court and provide “good
cause” to extend the time for the response. Tam requesting that the
search warrant inform AT&1 that if it cannot comply in 14 days
then it must so notify me in 10 days to provide me time (o notify
the court and request additional time,

i Verifieation: | request that, pursuant o 15 M.R.S. § 56, the Court
order AT&T to verify the authenticity of records that it produces
by providing an aflidavit that conplics with the requirements set

Forth in the Maine Rules of Fvidence, Rule 902(12).
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it Reeeiving the material: | faether vequest that AT& T shall diselose
respansive data, if sy, by sending to Deteetive Martin Royle. al
Martin, (G Royleimaine. gov.

¢. Useof Civilians
i | respectiully vequest that civilian employees of AT&T be

authorized to assist in this search warrant.

fi. 1 further request that the warrant authorize the subscquent
examination of the contents of the material provided by
investigators and computer forensic examiners from the Maive
State Police Computer Crimes Unit, or any other State or federal
law enforcement agencies, and that it also authorize the assistance

ol eivilian employees of such Jaw enforcement agencics,

WHEREFORE, I pray that a warrant may issue authorizing a search of the
Property/Premises deseribed above in Part | for the Property/Evidence deseribed

above in Part 1L, and that if such Property/Evidence be found that it shall be seized.

1 hercby swear under pains and penalties of perjury that the facts set forth in this

affidavit are true and correct to the best of my knowledge, information and belief.

| g |
Dated: WITY | %3 “ S M, w“’&

PDetective Blake K. Conrad
Muaine State Police

Appeared before me under outh on this date the above-named Blake K, Conrad
and signed and swore to the truth of the facts contained in the foregoing instrun

10/27/2023

Dated:

Court Jyklge P?/Hﬁt‘ﬁt)]'(—( -dustiee
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STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOG, ss, LOCATION: West Bath

DOCKET NO.

SEARCH WARRANT
[M.R.U. Crim. P. 41 & 41B]

IN RE: SEARCH WARRANT )
REGARDING SAMSUNG GALAXY )
LTRA SEIZED FROM )
nd/or 1017 West Road, Bowdoin )

To: Any officer authorized by law to execute this Search Warrant;

Affidavit having been made before me by Detective Blake K. Conrad of the Maine State
Police Computer Crimes Unit; and as I am satisfied that there is probable cause to believe
that grounds for the issuance of a search warrant exist; you are hereby commanded to
search the place(s) or person(s) specified herein and, if the specified property is found, to
seize such property and prepare a written inventory of the property seized in 14 days.
The Court has authority to issue this warrant under 16 M.R.S. § & 648, 15 MLR.S. §§ 55
& 56, M.R.U. Crim. P. 41 & 41B.

Part I Located on or about the property/premises described below, namely:

A blue in color with black case, Samsung Galaxy S22 Ultra, Model #-SM-S908U,
Serial Number-RSCTS0H2 V2L, IMEI-358298660809037 seized by Sgt. Jason
Andrews during a search warrant at 1017 West Road in Bowdoin listed as Item #1

in FileOnQ evidence tracker under case number 235056128.
PartII: There is certain property/evidence, namely:

The following information from the phone or each of the phones listed above which
constitute evidence or instrumentalities of the offense(s) of, or itself constitutes an

instrumentality of, the offenses of murder in violation of 17-A MLR.S. § 201:

A. Records, logs, or images in digital form evidencing ownership or use of the

phone including any calendaring functions;

B. Information regarding the telephone number associated with the seized phone,
its service provider and all data used by a service provider to identify the

phone, including the phone’s International Mobile Equipment Identity (IMEI),

1




Search Warrant

Mobile Equipment Identifier (MEID), Media Access Control (MAC) Address

and other unique identifiers;

C. Evidence of other accounts associated with this phone including email
addresses, social media accounts, messaging “app” accounts, and other
accounts that may be accessed through the phone that will aid in determining
the possessor/user of the phone, including any remote storage devices or

accounts;

D. Evidence of the identity of the person in possession of the phone on or about
any times that items of evidentiary value, located pursuant to this warrant,
were created modified, accessed or otherwise manipulated, Such evidence
may be found in digital communications, photos and video and associated

metadata, phone logs, documents, social media activity, and similar data;

E. Evidence of use of the phone to communicate with or others about the above-
listed crime(s), via incoming or outgoing calls, chat sessions, instant
messages, text messages (either Short Message Service (SMS) or Multimedia
Messaging Service (MMS), app communications, social media, and other

similar digital communications;

F. Information that can be used to calculate the position of the phone, including
location data; cell tower usage; GPS satellite data; GPS coordinates for routes
and destination queries between the above-listed dates; “app” data or usage
information and related location information; wifi connections and images
created, accessed or modified between the above-listed dates, together with

their metadata and EXIF tags;

G. And for the date range of 7/25/2023-10/25/2023, the following information:

H. Communications with L. , C- ¢ |
¥ j— N i




Search Warrant

1. Location information to include Schemengees Bar, Sparetime Recreation,
Mixers, Gowell’s Market, Maine Recycling, and Pejepscot Boat Launch as

well as frequent locations.
J. Firearms sales, transfers and purchases to include ammunition.

K. Communications, language or content discussing Schemengees Bar, Sparetime
Recreation, Mixers, Gowell’s Market, Maine Recycling, to include employees
or patrons.

b1

L. Communications to include language such as “Pedophile”, “cornhole”.

M. Any of the material listed above required that may exist in the unallocated

portion of the device without a date associated with it.

This Court has authority to issue this warrant pursuant to 16 MLR.S. §§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and M.R.U. Crim. P, 41 & 41B.

Part III: SPECIAL PROVISIONS
A. WAIVER

[X] Waiver of Notice to Owner ot User of Electronic Device. Based on the
facts set forth in the affidavit, and pursuant to MR.U. Crim, P. 41B(c) & (d)
and 16 MLR.S. §649(2), it is hereby ORDERED that the notification by the
officer ordinarily required under 16 M.R.S. § 649 is waived, based on the
determination that such disclosure would have an adverse result, for the

reasons marked below:
"_X# (1) immediate danger of death or serious physical injury,
X (2) flight from prosecution,
___>_<__ (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or

(6) undue delay of a trial.




Search Warrant

OR
The Court order that providing the affidavit, inventory and search warrant to the subject as
part of discovery in compliance with MAINE RULES OF UNIFIED CRIMINAL
PROCEDURE Rule 16 is a means reasonably calculated to be effective in accordance with
M.R.S. Title 16 § 643 (1) & § 649(1).
B. USE OF CIVILIANS AND FORENSIC REVIEW OF THE DEVICE
It is further authorized that the phone(s) seized may be examined by a trained
forensic examiner from the Maine State Police Computer Crimes Unit, or any
other State or federal law enforcement agency either at the place of seizure ot
upon removal of the equipment to a forensic lab, or both, This warrant further
authorizes the exporting of data of the device(s) for subsequent forensic
examination. It is further authorized that civilian employees of the Maine
Department of Public Safety, or any other State or federal law enforcement
agency may assist in the execution of this warrant,
C. DAYTIME WARRANT ONLY
This warrant shall be executed between the hours of 7:00 AM., and 9:00 P.M,,
and shall be returned, together with a written inventory, within 10 days of the

issuance hereof, to the Maine District Court located in West Bath, Maine.

Issued in _ Hallowell , Maine in the County of Kennebec this
o7thday of _ October at_ 1:09 AM / PV

Ly

Distriot Courtdudge / Fustice-of the-Peace




Inventory

STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOC, ss. LOCATION: West Bath

DOCKET NO.
IN RE: SEARCH WARRANT ) AFFIDAVIT AND REQUEST

REGARDING SAMSUNG GALAXY
S22 ULTRA SEIZED FROM )
[M.R.U. Crim. P. 41 & 41B]

- and/or 1017 West Road, Bowdoin )

The following material(s) were seized pursuant to the above search warrant:

[INSERT DEVICE(S) AND SUMMARY OF MATERIAL SEIZED ~ ie. phione and

communicafions and location information residing on the device.|
VERIFICATION

The Maine State Police seized the portable electronic device set forth above in this

inventory pursuant to a search warrant signed on DATE WARRANT SIGNED] by

[Judge signing warrant| regarding an investigation into murder in violation of 17-A

M.R.S. § 201.

Date:

Blake K. Conrad

Personally appeared the above named, Blake K. Conrad, and made oath to the truth of the
foregoing inventory.

Date:

Clerk/Notary Public
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Search Warrant

STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOOC, ss. LOCATION: West Bath
DOCKET NO.

IN RE: SEARCH WARRANT )  SEARCH WARRANT
REGARDING SAMSUNG GALAXY )  [M.RU. Crim. P. 41 & 41B]
$22 ULTRA SEIZED FROM )

-1 d/0r 1017 West Road, Bowdoin )

To: Any officer authorized by law to execute this Search Warrant,

Affidavit having been made before me by Detective Blake K. Conrad of the Maine State
Police Computer Crimes Unit; and as [ am satisfied that there is probable cause to believe
that grounds for the issuance of a search warrant exist; you are hereby commanded to
search the place(s) or person(s) specified herein and, if the specified property is found, to
seize such property and prepare a written inventory of the property seized in 14 days,

The Court has authority to issue this wartant under 16 M.R.S. § & 648, 15 ML.R.S. §§ 55
& 56, M.R.U, Crim. P. 41 & 41B.

Part I: Located on or about the property/premises described below, namely:

A blue in color with black case, Samsung Galaxy S22 Ultra, Model #-SM-5508U,
Serial Number-R5CTSOH2V2L, IMEI-358298660809037 seized by Sgt. Jason
Andrews during a search warrant at 1017 West Road in Bowdoin listed as Item #1

in FileOnQ evidence tracker under case number 235056128,
PartIl: There is certain property/evidence, namely:

The following information from the phone or each of the phones listed above which
constitute evidence or instrumentalities of the offense(s) of, or itself constitutes an

instrumentality of, the offenses of murder in violation of 17-A M.R.S. § 201:

A. Records, logs, or images in digital form evidencing ownership or use of the

phone including any calendaring functions;

B. Information regarding the telephone number associated with the seized phone,
its service provider and all data used by a service provider to identify the

phone, including the phone’s International Mobile Equipment Identity (IMEI),

1




Search Warrant

Mobile Equipment Identifier (MEID), Media Access Control (MAC) Address

and other unique identifiers;

C. Evidence of other accounts associated with this phone including email
addresses, social media accounts, messaging “app” accounts, and other
accounts that may be accessed through the phone that will aid in determining
the possessor/user of the phone, including any remote storage devices or

accounts;

D. Evidence of the identity of the person in possession of the phone on or about
any times that items of evidentiary value, located pursuant to this warrant,
were created modified, accessed or otherwise manipulated. Such evidence
may be found in digital communications, photos and video and associated

metadata, phone logs, documents, social media activity, and similar data;

E. Evidence of use of the phone to communicate with or others about the above-
listed crime(s), via incoming or outgoing calls, chat sessions, instant
messages, text messages (either Short Message Service (SMS) or Multimedia
Messaging Service (MMS), app communications, social media, and other

similar digital communications;

F. Information that can be used to calculate the position of the phone, including
location data; cell tower usage; GPS satellite data; GPS coordinates for routes
and destination queries between the above-listed dates; “app” data or usage
information and related location information; wifi connections and images
created, accessed or modified between the above-listed dates, together with

their metadata and EXIF tags;

G. And for the date range of 7/25/2023-10/25/2023, the following information;

H. Communications with R_C. L., '.
TN & B Y O ¥ |




Search Warrant

1. Location information to include Schemengees Bat, Sparetime Recreation,

Mixers, Gowell’s Market, Maine Recycling, and Pejepscot Boat Launch as

well as frequent locations.
J. Firearms sales, transfers and purchases to include ammunition.

K. Communications, language or content discussing Schemengees Bar, Sparetime

Recreation, Mixers, Gowell’s Market, Maine Recycling, to include employees

or patrons.

L. Communications to include language such as “Pedophile”, “cornhole”.

M. Any of the material listed above required that may exist in the unallocated

portion of the device without a date associated with it.

This Court has authority to issue this warrant pursuant to 16 M.R.S. §§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and M.R.U. Crim. P, 41 & 41B.

Part III: SPECIAL PROVISIONS

A. WAIVER

[X] Waiver of Notice to Owner or User of Electronic Device. Based on the
facts set forth in the affidavit, and pursuant to M.R.U. Crim. P. 41B(c) & (d)
and 16 M.R.S. §649(2), it is hereby ORDERED that the notification by the
officer ordinarily required under 16 M.R.S. § 649 is waived, based on the

determination that such disclosure would have an adverse result, for the

reasons marked below:
lﬁ (1) immediate danger of death or serious physical injury,
X (2)flight from prosecution,
% (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or

(6) undue delay of a trial.




Search Warrant

OR
The Coutt order that providing the affidavit, inventory and search warrant to the subject as
part of discovery in compliance with MAINE RULES OF UNIF IED CRIMINAL
PROCEDURE Rule 16 is a means reasonably calculated to be effective in accordance with
M.R.S. Title 16 § 643 (1) & § 649(1).
B. USE OF CIVILIANS AND FORENSIC REVIEW OF THE DEVICE
Tt is further authorized that the phone(s) seized may be examined by a trained
forensic examiner from the Maine State Police Computer Crimes Unit, or any
other State or federal law enforcement agency either at the place of seizute or
upon removal of the equipment to a forensic lab, or both. This warrant further
authorizes the exporting of data of the device(s) for subsequent forensic
examination. It is further authorized that civilian employees of the Maine
Department of Public Safety, or any other State or federal law enforcement
agency may assist in the execution of this warrant.
C. DAYTIME WARRANT ONLY ‘
This warrant shall be executed between the hours of 7:00 A.M. and 9:00 P.M,,
and shall be returned, together with a written inventory, within 10 days of the

issuance hereof, to the Maine District Court located in West Bath, Maine.

Issued in _ Hallowell , Maine in the County of __ Kennebec this
27thday of __ October at _1:09 AM / PM

S,y

District Courtdudge / Fastice-of the-Peace~




Inventory

STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOC, ss. LOCATION: West Bath

DOCKET NO.
IN RE: SEARCH WARRANT ) AFFIDAVIT AND REQUEST

REGARDING SAMSUNG GALAXY
S22 ULTRA SEIZED FROM )
[M.R.U. Crim. P. 41 & 41B]

. and/or 1017 West Road, Bowdoin )

The following material(s) were seized pursuant to the above search warrant:

[INSERT DEVICE(S) AND SUMMARY OF MATERIAL SEYZED ~ ie. phone and

communiecations and location imformation residing on the device,]
VERIFICATION

The Maine State Police seized the portable electronic device set forth above in this

inventory pursuant to a search warrant signed on DATE WARRANT SIGNED] by

[Judge signing warrant] regarding an investigation into murder in violation of 17-A

M.R.S. § 201.

Date:

Blake K, Conrad

Personally appeared the above named, Blake K. Conrad, and made oath to the truth of the
foregoing inventory.

Date:

Clerk/Notary Public




