STATE OF MAINT UNIFIED CRIMINAL DOCKET
ANDROSCOGGIN, ss, LOCATION: LEWISTON
DOCKET NO.

SUUEUTIP .

AFFIDAVIT AND REQUEST
FOR SEARCH WARRANT
[M.R.U. Crim. P, 41 & 41B]

IN RE: SEARCI WARRANT FOR
WHITE 2013 SUBARU OUTBACK
I

OWNED BY ROBERT CARD

The following matcrial(s) were seized pursuant fo the search warrant above captioned above:

Inventory Pending

VERIFICATION
The Maine State Police scized records from 2013 Subaru Outback owned by Robert Card
pursuant to a search warrant signed by Judge Ham-Thompson on 10/27/2023 with the material

pending regarding an investigation into Murder in violation of 17-A MRS, § 201,

Date; b-$- (7R %&l«. M

Blake Conrad
Blele  Conmd

Personally appeared the above named, E , and made oath to the troth of the - - - -

foregoing inventory.

Date: \\-q ’(/LQ ‘é@ﬂ/\

Clerk/Notary Public
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STATE OF MAINE
ANDROSCOGGIN, ss.

IN RE: SEARCH WARRANT IFOR
WHITE CK

OWNED BY ROBERT CARD

e’ " Squnr

UNIFIED CRIMINAL COURT
LOCATION: Lewiston

DOCKET NO.

AFFIDAVIT AND REQUEST
FOR SEARCH WARRANT
[MLR.U. Crim. P. 41 & 41B]

AFFIDAVIT OF BENJAMIN HANDZEL OF THE
MAINE STATE POLICE

1, Benjamin Handzel, a duly sworn law enforcement officer for the Maine State Police, hereby

state under oath and upon penalties and pains of perjury that there is probable cause to believe

that:t

Part I: Located on or abouf the property described below, namely:
A. A White 2013 Subaru Outback registered to ROBERT CARD ||| GG~

Mais PssogeeCo R -1 =
Maie St ot S

B. Any and all electronic systems onboard the vehicle that collects, maintains, and/or stores

data including but not limited to the vehicle's infotainment system and/or telematics

devices with the above desctibed vehicle,

Part II: There is certain evidence ér property, namely: Based upon the foregoing, [

respectfully submit that there is probable cause to believe the property listed above eithet

contains evidence of, or itself constitutes an instrumentality of Murder in violation of 17-A
M.R.S. § 201, which are subject to search under M.R.U, Crim, P. 41 & 418, and should

therefore be seized and searched for the following items:

A. Live and deleted user attribution data including user accounts, e-mail accounts, passwords,

PIN codes, patterns, methods of payment, account names, user names, screen names, remote

data storage accounts, documents, files, metadata, log files, user voice profiles and other
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biometric identifiers or any other information and evidence that may demonstrate attribution

to a particular user or users;

Live and deleted historical navigation data tracks, routes, and waypoints, GPS fixes,
favorites, past journeys, trip logs, and user entered data, Latitude, Longitude, and Altitude

coordinates, and related dates and times;

Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fruits, and/or instrumentalities of violations of crime(s) listed,;

Live and deleted contact lists, call logs, text messages and multimedia messages (SMS and
MMS messages), e-mails, chats, video conference commmmication data, contact
information, installed application information including their content and any other

information which can be used to identify potentially associated persons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other

information hecessary to access the digital device or data stored on the digital device such

as hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, databases,
application data, calendar entries, user dictionaries, malware, viruses, tracking or other

remote monitoring software, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, temporary Internet files,
cookies, searched items, dovnloaded and uploaded files, social networking websites or

applications; and

Live and deleted data stored on removable media such as Subscriber Identity Modules (SIM
cards), flash memory storage devices such as Secure Digital (SD) and Micro SD media cards

and any associated wireless devices (Bluetooth, Wi-Fi, or other technology).
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Your affiant or others from my department/agency will review the material received
for-evidence relating to Murder in order to extract information that falls under the
search warrant parameters. The seized material will include information that
demonstrates the identity of the individual producing communications or using the
vehicle.

This Court is authorized to issue this warrant pursuant to 15 M.R.S. §§ 55 & 56.

Part II; My conclusion that such probable cause exists is based on the following
factual information:
A. Introduction
1. I Benjamin Handzel, Detective for the Maine State Police, make this affidavit in

support of an application for a search and seizure warrant under Title 16, Chapter 3,
Subchapters 10 & 11 as well as Rule 41B of the Maine Rules of Unified Criminal
Procedure, I have reason to believe that a particular motor vehicle’s Infotainment
System and related storage media may contain evidence identifying and linking,
victim(s), suspect(s), and possible witness(es) to the crime(s) of Mutder in violation of
17-AM.R.S. § 201.

2. This affidavit is intended to show that there is sufficient probable canse for the
requested search and seizure warrant and does not set forth all of my knowledge about
this matter. The statements contained in this affidavit are based upon the following:
nyy own personal knowledge; knowledge obtained from other individuals during my
participation in this investigation, including other law enforcement officers; interviews
of witnesses; my review of records related to this investigation; communications with
others who have knowledge of the events and circumnstances described herein; and
information gained through my training and expetience.

B, Experience
1. 1, Benjamin Handzel, am a Detective with the Maine State Police, located in the
County of Cumbetland, in the state of Maine, My training and exﬁe‘fience includes the
investigation of numerous major criminal cases including, but not limited to, Murder,
Aggravated Assault, Gross Sexual Assault. I have been a law enforcement officer for 6
years. I have attended several law enforcement-training courses both relative to

criminal investigation in general and ¢ybet~crime in particular. Ihave led numerous
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investigations involving the use of digital media or computer systems in committing
ctimes. )

I have authored and assisted in the execution of numerous search-and-seizure
warrants duting my tenure as a law enforcement officer. Annually, I receive 20 hours
of in-service training for law enforcement officers, which includes Maine case law,
and various ¢riminal law updates.

I have authored and assisted in the execution of more than [number] search-and-
seizure warrants duting my tenure as a law enforcement officer. I have spoken with
Detective Martin Royle in the Maine State Police Computer Crimes Unit (CCU) who
has informed me about the ability to tetrieve digital evidence from vehicles.

C. Information concerning Motor Vehicle Infotainmeint Systems

1.

I know from my training and experience and discussions with Detective Royle at the
CCU that a motor vehicle is no longer just limited to transportation. Mary modern
motor vehicles are factory installed with entertainment and communications consoles.
These consoles are commonly called Infotainment Systemns. Infotainment Systems allow
drivers and/or passengers to connect their devices to the digital world. Such systems
can store and/or stream digital content to and from a variety of devices; it may even
broadcast a wireless signal which would allow passengers to connect to the World Wide
Web (Internet).
I also know that many motor vehicle Infotainment Systems allow a user to sync (connect
and integrate communications wirelessly and/or with a cable) mobile devices to a
particular motor vehicle Infotainment System. This connectivity generally allows motor
vehicle occupants to perform. hands-free operations such as voice calling and texting,
access data streaming stream services such as music, news, weather, maps, navigation,
traffic data, and other web based information and related content.
Furthermore, I know that Motor Vehicle Infotainment Systems commonly support the
importing of content and other data information from a particular user’s mobile device.
Such data mdy include content that may provide user attribution to particular user(s) that
may include mobile device identifiers, telephone numbers, user accounts details,
methods of payment, passwords, PIN' codes, user voice profiles and other biometric
identifiers, contact lists, call logs, text messages, e-mails, pictutes, videos, web history,
telephone numbers, addresses and/or GPS (Global Positioning System) coordinates, and
4
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other historical navigation information.

4, 1 know that Global Positioning System or GPS portable navigation systems associated
with Infotainment Systetn$ use a space-based radio-navigation system which provide
users with accurate information on position, velocity, and time anywhere in the world
and in all weather conditions using a connected network of orbiting satellites, GPS
portable navigation devices can store information in their digital memory about the
locations where the device was for a period of time.

5. Consequently, there is probable cause to believe that the historical GPS data associated
with the Infotainment System will contain recorded evidence of the physical location of
the associated vehicle and/or person(s) whenever the vehicle and/or person was moving
or stationary. Information and evidence of the associated vehicle and/or person(s) travels
should contribute to identifying the locations from which the vehicle and/or person
departed, the locations where the associated vehicle and/or person(s) traveled to and the
time the associated vehicle and/or person(s) remained at different coordinates.

6, 1knowthat even after a previously connected mobile device is removed, much historical
live and deleted data may remain within the digital storage capabilities of the
Infotainment System.

7. 1 know that these Infotainment Systems and associated connected or previously
connected mobile devices can be used to delete, create, share, and store files and other
data including navigation history, documents, photographs, videos, electronic mail,
search history and other relevant live and deleted user information. I also know that such
devices can be used to communicate and share information with others and that data can
be transferred between various devices — wirelessly and by connected cables.

8. 1 also know that live and delsted data recovered from Infotainment Systems may show
evidence of cutrent, on-going, future, and past criminal activity. Such information can
be used to identify locations, victims, witnesses, associates and co-conspirators, [ also
know that data from these devices can often include user atiribution data that can
identify the person(s) who sent, received, created, viewed, modified, or otherwise had
control over particular content.

9. Tknow that it is necessary to search live and deleted data recovered from a digital device,
including Infotainment systems, from when the digital device was first activated to when
a device was seized. This is specifically necessary to establish that a particular device

5
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and any associated applications can be attributed to a particular user. Additionally, this
full range of time may be necessary to identify communications, contacts, calendar
entries, pictures, videos, location information (including chats, texts, emails, web
searches, GPS, navigation, maps, and other data) that may convey communication
between parties and identify suspects, co-conspirators, associates, witnesses and other
individuals who may have involvement or knowledge of crimes and to establish pre-
planning, execution, and post event information of criminal activity. Without this
information, it may not be possible to authenticate and understand events of a particular
day and time in proper context and to attribute particular user or users of a device and
their associated applications in proper context.

10. I also know that if these items are not seized and isolated from netwotk connectivity in
4 timely manner, evidence may be destroyed, transferred, encrypted, modified, or
otherwise lost forever. 1 know that data recovered from an Infotainment System could
be used to refute or corroborate data recovered from other mobile devices or obtained
from service providers.

D. Specific probable cause

1. Iam a Detective assigned to the Maine State Police, I have reason to believe that a
particular motor vehicle’s Infotainment System and related storage media may contain
evidence identifying and linking, vietim(s), suspect(s), and possible witness(es) to the
crime(s) of Murder in violation of 17-A M.R.S. § 201,

2. Thave done the following to determine that the vehicle operated from 07/25/2023-
10/25/2023 by Robert Card is equipped with an infotainment system which in installed
within the center console/dashboard. On 10/25/2023 Berla Corporation informed Det.
Martin Royle the Subaru Qutback that is registered to Robert Card that was seized as a
part of this investigation is equipped with an infotainment center. These systems are
designed to store a vast amount of data which includes recent destinations, favorite
locations, call logs, contact lists, SMS messages, emails, pictures, videos, social media
feeds, and the navigation history of everywhere the vehicle has traveled. These
systems may also tecord events such as the activation and de-activation of the vehicle's
headlights, the opening and closing of doors at a specific location, and the location of
the vehicle at the time Bluetooth devices are connected. This data will be acquired to

assist law enforcement during their itivestigation. [See eatlier section for more detajls]

6
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3. On October 25, 2023, at 06:56 P.M., The Lewiston Auburm Communication Center
received a report of a male shooting a firearm inside Just-In-Tithe Recreation (also
known as Sparetime Recreation) located at 24 Mollison Way in Lewiston. The Auburn
Communication Center subsequently received ntimerous 911 calls reporting multiple
victims at this location,

4. At 07:08 P.M., the Lewiston Anburn Communication Center received multiple reports
of an active shooter inside of Schemengees Bar and Grille located at 551 Lincoln
Street in Lewiston,

5. At 08:48 P.M., Androscoggin Sheriffs Office (ASO) Detective Maurice Drouin
obtained video surveillance footage from Schemengees Bar and Grille. The video
showed a white male, armed with a rifle, exit a white passenger vehicle and make
eniry into the establishment. A screenshot of the white passenger vehicle was
distributed to investigating law enforcement personnel.

6. At09:13 P.M., Maine State Police (MSP) Detective Victoria Lane made entry into
Just-In-Time Recreation. She observed seven (7) deceased individuals inside the
establishment with one (1) being a female and the rest males. The victims sustained
apparent gunshot wounds, Detective Lane observed numerous rifle cartridges on the
ground throughout the premises.

7. At09:16 P.M., Lewiston Police Department Chief David St. Pietre received a phone

call from— stating that a widely circulated
photograph of the shooter st- Raobert Card_

8. At09:47 P.M. Detective Lane made entry into Schemengees Bar and Grille. She
pbserved seven (7) deceased males inside and one (1) additional deceased | NGTIH
Jocated outside, The victims each sustained dpparent gurishot wounds, Deteetive Lane
observed numerous tifle cartridges on the ground throughout the premises,

9. At 09:56 P.M., Lisbon Police Department personnel located a white Subaru at the
Pejepscot boat launch.

10. At 09:57 P.M., MSP Detective Conner Walton conducted a reverse vehicle registration
search on Robert Card. The Bureau of Motor Vehicles (BMV) return indicated thata

white 2013 Subaru Outback—was assigned to

Robert Card,
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11. At 10:01 P.M,, Lisbon Police Department personﬁel confirmed that the Subary at the
Pejepscot boat launch was Robett Card’s vehicle.

12, At 10:03 P.M., MSP Detective Herbert Leighton and Det. Justin Huntley interviewed
_ at Lewiston Police Department.- said that Robert has been
detusional since February 2023 after a bad break-up with a woman, -xpla‘,ined
that since the break-up, Robert has had significant weight loss, has been hospitalized
for mental health issues and stopped taking preseribed medicaﬁon.-said Robert
had a strong interest in firearms and owned a tot of them, to include rifles and
handguos. She said Robert believed there was a conspiracy involving people accusing
him as a pedophile. Robert believed certain businesses were spreading this rumor
online-said that Just-In-Time Recreation, Schemengees Bar and Grille,
Gowell’s Market in Litchfield, and Mixers Nightclub in Sabattus were the businesses
Robert believed were spreading online rumors of him being a pedophile. According to
- Robert also believed that some of his family members were involved in the
conspiracy.

13. At 11:30 PM., MSP Sergeant Jesse Dudz spoke with Rober ||| G

_ fold Sexgeant Duda that Robert was in a telationship with a

woman named -vcr the past few months, bcfore.ndcd the

relations}ﬁp-said that Robert me’c-at a comnhole competition at Schemengees

Bar and Grille.-said that ever singe the relationship ended, Robert started

weating hearing aids and had been saying crazy things,

14. At 11:45 P.M., I watched a portion of the video footage from Schemengees Bat and
Grille. The footage depicted a male walking through the bar and shooting at the
patrons, The male in the footage was similar in appearance to the BMV photograph of
Robert Card.

15. On October 26, 2023 at 01:15 A.M., Lisbon Police Department personnel told
Lewiston Police Sergeant David Levesque, who told investigative personnel, that they

observed a long rifle in the Subaru that wag located at the Pejepscot boat launch .

16. The Subaru that was located at the Pejepscot boat launch was seized and transported to
a secure location. At 02:29 A M. Detective Lane spoke with MSP Trooper Jason Wing
who escorted the Subaru from the Pejepscot boat launch to the secure location.
Trooper Wing said he observed, in plain view in the passenger area of the vehicle,
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paperwork containing Robert Card’s name. Trooper Wing confirmed that the
vehicle’s BMV registration was assigned to Robert Card.
17. 1 know based on my training and experience the data from the infotainment center may

provide locations that Robert Card may frequent or people he' may communicate with.

18. This affidavit was reviewed by AAQG Lisa Bogue, AAG Bogue has been a prosecutor
for over 20 years and has reviewed hundreds of search warrants.

Part IV:

1. As the investigation into the homicides at Just-In-Time Recreation and Schemengees Bar
and Grille began to unfold, investigators quickly came to believe that Robest Card was the
assailant. Video footage depicting one of the shooting scenes showed an individual
tesembling Robert committing the shooting. A vehicle that was later determined to be
Robert’s vehicle, that matched a description of the suspect’s vehicle, was later found
abandoned at a nearby boat launch. Furthermore, Robert’s |JJatter seeing 2
photograph of the shooter, called the police and said the shooter was Robert.

2. On 10/25/2023, Det. Martin Royle from the Maine State Police Computer Crimes Unit
was informed by Berla Corporation that Robert Gard’s vehicle was equipped with an
infotainment center,

3. Based on my training and experience, 1 know the infotainment center may provide
location information of the vehicle at the time of the shootings as well as the location of
the vehicle in the days and weeks leading up to the shooting.

4. Based on my training and experience, T know the infotainment center may provide
contacts of people that Robert Card communicates with.

Based upon my experience, education, and training and the facts made known to me during
the course of this investigation, your affiant believes that evidence of the offense(s) Murder
may be found on the infotainment center of Robert Card’s vehicle.

A. DBased on the information regarding Vehicle Infotainment Systems, the vehicle, a 2013
White Subaru Outback was involved at the time of the crime and the infotainment would
retain information of communications while paired to the phone or of any locations driven

to in the vehicle.
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1.

80

PartV:

Logs of communications of Robert Card, phone and text message logs; interactions
through posts; location history; friend lists; and other information or data tending to
show Robert Cards communications and his pattern of life.

Content including location histoty, messages, and media files; and metadata including
TP information and machine cookies; and other information or data tending to show the
location of Robert Card on at the time of the shootings and the days and weeks leading
up to the shootings. Location information can show pattern of life for the period
requested to provide inculpatory or exculpatory information. At this time, Card’s
location is unknown and this information may show locations he had been frequenting
Public or private communications that discuss the crime of Murdet, or the motive or
reasons for the crime of Murder.

Media files ot other data and information tending to depict the physical appearance of
Robert Card around the time of the crime or that show him owning or wearing items of
clothing at any time that match the appearance of the outfit described by
witness/shown on security footage/ete. at time of crime.

Subscriber and other identifying information, device information and IP logs, and
activity logs. The same subscriber information is necessaty to provide gvidence to
make other material admissible at Lrial.

Subscriber information, friend lists, billing information; and communication logs that
reveal further avenues for investigation, for exarmple by revealing regular between
Robert Card and a previously unknown person around the time of the erime, or by
showing evidence of another account through a separate online service provider, such
as a an Apple 1D that would reveal the existence of an Apple account, which itself may
contain evidence relevant to this investigation,

Any and all data stored in the infotainment or telematics system of a white colored

2013 Subaru Outback, bearing G

-The vehicle is currently registered to Robert Card, —with an
address of | G5 o ~doin Maine.

[ understand that the infotainment system will be removed within the 14 days but that
the forensic analysis will take mors time. T will make a return within the 14 days
indicating that the system has been seized and turned over for forensic analysis.
SPECIAL REQUESTS
10
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A. WAIVER AND PRECLUDING NOTICE
1. [X] Waiver of Notice to Owner or User of Electronic Device. Based on the facts
set forth in the affidavit, and pursuant to M.R.U. Crim. P, 41B(c) & (d) and 16 M,R.S.
§§ 643(2) & 649(2), it is hereby requested that the court order that the notification
ordinarily required under 16 M.R.S. §§ 643 & 649 is waived, based on the
determination that such disclosure would have an adverse result, meaning (1)
immediate danger of death or serious physical injury, (2) flight from prosecution, (3)
destruction of or tampering with evidence, (4) intimidation of a potential witness, (5)
seriously jeopardizing an investigation, or (6) undue delay of a trial.
B. Use of Civilians
1. I also understand that in order fo successfully complete a forensic extraction from an
Infotainment System it may be necessary to repair the device, replace the screen, replace
the chassis, reconnect wires, or replace a battery. I also understand that it may be
necessary to employ advanced forensic processes to bypass locked display screens and
other data access restrictions. Advanced processes may include potentially destructive
and destructive processes such as gaining root and/or Super user level access, JTAG,
ISP-JTAG and chip-off,

2. I respectfully request that the warrant authorize that the executing law enforcement
officer(s) may enlist the aid of a law enforcement computer forensic laboratory and/or
certified digital evidence examiner(s) to include the New York State Police in the
searching, viewing, photographing, recording, copying, forensic imagining, and
analysis of any and all of the information described including the assistance of civilian

employees of such law enforcement agencies.
WHEREFORE, I pray that a warrant may issue authorizing a search of the
Property/Premises described above in Part I for the Property/Evidence described above in

Part I, and that if such Property/Evidence be found that it shall be seized.

I hereby swear under pains and penalties of perjury that the facts set forth in this affidavit

are true and correct to the best of my knowledge, information and belief,

11
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Dated: f@é?/%@% Lt )J /

Detecti¢e Benjamin Handze!
Maine State Police

Appeared before me under oath on this date the above-named Benjamin Handzel and

signed and swore to the truth of the facts contained in the foregoing instrument.

District %t Tudbe 4

12
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STATE OF MAINE UNIFIED CRIMINAL COURT
ANDROSCOGGIN, ss. LOCATION: Lewiston
DOCKET NO.

IN RE: SEARCH WARRANT FOR
WHITE 2013 SUBARU OUTBACK

SEARCH WARRANT
[M.R.U. Crim, P. 41 & 41B]

Al A

OWNED BY ROBERT CARD

To: Any officer authorized by lawto execute this Search Warrant;

Affidavit having been made before me by Benjamin Handzel of the Maine State Police; and as [
am satisfiéd that there is probable cause to believe that grounds for the issuance of 2 search
warrant exist; you are hereby commanded to search the place(s) or person(s) specified berein and,
if the specified property is found, to seize such property and prepare & written inventory of the
property seized.

Part I: Located on or about the property described below, namely:
A. A White 2013 Subaru Outback registered to ROBERT CARD —with
- <Ly . the
Maine State Police | NGTGTGTcTcTNcG_

B. Any and all electronic systems onboard the vehicle that collects, maintains, and/or stores
data including but not fimited to the vehicle's infotainment system and/or telematics

devices with the above described vehicle.
PART II: There is certain evidence or property, namely:

A. Based upon the affidavit, I find that there is ptobable cause to believe the property listed
above either contains evidence of, or itself constitutes an instrumentality of Muvder of 17-
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AMR.S. § 201, is subject to search under M.R.U. Crim. P. 41 & 41B, and should

therefore be seized and searched for the following items:

1.

Live and deleted user attribution data including user accounts, e-majl accounts,
passwords, PIN codes, patterns, methods of payment, account names, user names,
screen names, femote data storage accounts, documents, files, metadata, log files, user
voice profiles and other biometric identifiers or any other information and evidence that

may demonstrate attribution to a particular user or users;

Live and deleted historical navigation data tracks, routes, and waypoints, GPS fixes,
favorites, past journeys, trip logs, and user entered data, Latitude, Longitude, and
Altitude coordinates, and related dates and times;

. Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fiuits, and/or instrumentalities of violations of crime(s) listed;

Live and deleted contact lists, call logs, text messages and multimedia messages (SMS
and MMS messages), e-mails, chats, video conference communication data, contact
information, installed. application information including their content and any other

information which can be used to identify potentially associated persons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other
information necessary to access the digital device or data stored on the digital device

such as hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, databases,
application data, calendar entries, user dictionaries, malware, viruses, tracking or other

remote monitoring software, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, temporary Internet
files, cookies, searched itens, downloaded and uploaded files, social networking

websites or applications; and
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8. Live and deleted data stored on removable media such as Subscriber Identity Modules
(SIM cards), flash memory storage devices such as Secure Digital (SD) and Micro SD
media cards and any associated wireless devices (Bluetooth, Wi-Fi, or other

technology),

9. Any and all data stored in the infotainment or telematics system of a white colored

2013 Subaru Qutback,
- The vehicle is currently registered to Robert Caxd, ith an.
addressof owdoin Maine,

Your affiant or others from my department/agency will réview the material received
for evidence relating to Murder in order to extraet information that falls under the
search warrant parameters. The seized material will include information that
demonstrates the identity of the individual producing communications or using the
vehicle,

This Court is anthorized to issue this warrant pursuant to 15 M.R.S. §§ 55 & 56.

[X] Waiver of Notice to Owner or User of Electronic Device. Based on the facts sef forth in
the affidavit, and pursuant to MLR.U. Crim. P. 41B(c) & (d) and 16 M.R.S. §§ 643(2) & 649(2),
it is hereby ORDERED that the notification ordinarily required under 16 MIR.S. §§ 643 &
649 iy waived, based on the determination that such disclosure would have an adverse result,
for the reasons marked below:

__X__(1) immediate danger of death or serious physical injury,

__X__(2) flight from prosecution,

_x__{(3) destruction of or tampering with evidence,

______(4) intimidation of a potential witness,

X (S) seriously jeopardizing an investigation, or

____ (6) undue delay of a trial.




Search Watrant

In order to successfully complete a forensic extraction from an Infotainment System, you ate
authorized to repair device(s), replace the screen(s), replace the chassis, reconnect wires, or replace
batteries. You are also authorized to employ advanced forensic processes to bypass locked display
screens and other data access restrictions. Advanced processes may include potentially destructive

processes such as gaining root and/or Super user access, JTAG, ISP-JTAG and chip-off.

The executing law enforcement officer(s) may enlist the aid of a law enforcement computer forensic
laboratory and/or certified digital evidence examiner(s) to include the New York State Police in the
searching, viewing, photographing, recording, copying, forensic imagining, and analysis of any and
all of the information described.

ANYTIME WARRANT
This warrant shall be executed anytime and shall be returned, fogether with a written
inventory, within 14 days of the issuance hereof, to the Maine District Court located in Lewistomn,

Maine.

Issued in Hallowell , Maine in the County of __Kennebec this
o7th__day of _ October 2023, ar 810 AMS/ PM.

ﬁ/A /\, ;_9
WCQ\M Judge




